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Abstract. The convergence of communication and computation over
the past two decadeshas given us the Internet. We believe that the next
phase of the information technology revolution will be the convergence
of control, communication, and computation. This will provide the abil-
ity for large numbers of sensors,actuators, and computational units, all
interconnected wirelessly or over wires, to interact with the physical en-
vironment. We argue that in the proliferation of this \convergence," a
critical role will be played by the architecture. We describe an exper-
imental Convergence Testbed at the University of lllinois, outline the
architectural challenges,and our e orts in this direction.

1 Intro duction

Over the past two decadeswe have seenthe cornvergenceof communication
and computation, which has given us the Internet. Worldwide there are over
150 million internet hosts [1], and over 600 million users[2]. Indeed networked
computers nowadays are critical not only for their computation capabilities but
alsofor their communication capabilities. This phaseof the information technol-
ogy revolution has provided us the ability to exchangeinformation in the form
of email or to browse ead other's webpages.

We anticipate that the next phaseof the information technology revolution
will provide usthe ability to actively interact with the environment and alter it.
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Nos. DAAD19-00-1-0466 and DAAD19-01010-465, DARPA under Contract Nos.
N00014-01-1-0576and F33615-01-C-1905,AF OSR under Contract No. F49620-02-
1-0217, DARPA/AF OSR under Contract No. F49620-02-1-0325,and NSF under
Contract No. NSF ANI 02-21357.Any opinions, ndings, and conclusions or rec-
ommendations expressedin this publication are those of the authors and do not
necessarily re ect the views of the above agencies. Captain Graham is studying
under U.S. Air Force sponsorship through the AFIT/CI  program.
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Sudh interaction will require sensingthe ervironment and acting onit, and will be
achieved by interconnecting sensorsand actuators with computation elemers,
and providing all with communication capability.

Two technological trends making this feasible are the growth in embedded
computers and wireless networking. About 98% of all microprocessorssold are
embedded, and their percertage is growing [3]. They are presert in cell-phones,
watches, stereos,microwaves,washingmachines, wirelessthermometers, cordless
phonesand answering machines. They exist in pocket video games,VCRs, DVD
players, printers, and componerts of computer systems. Automobiles typically
have multiple such processors.

Currently these embedded devicesfunction in an isolated way and are not
signi cantly interconnected. The cost of wires alone is comparableto the cost of
many of these devices,not to mertion installation costs. Thus, toasters are not
connectedto alarm clocks. However we may be on the cusp of a wirelessrevolu-
tion. Wi-Fi (IEEE 802.11x)has experienceddouble-digit growth since 2000[4],
and is now installed asa default on seweral makesof computers. Lower cost wire-
lessconnectivity is possiblewith Bluetooth available at a $6 per chipset cost to
manufacturers [5]. Extrap olating thesetrends in wirelesscommunication, we can
ervision a time, not far o, in which wirelessconnectivity is a commaodity. With
ead embedded device functioning as a sensoror an actuator, and ead wire-
lessly connectedwith others, the future could well seeorchestras of sensorsand
actuators playing over the ether in vast interconnectedcontrol systems.Indeed,
the Berkeley Motes [6] already provide a combination of sensing,wirelesscom-
munication, and computation, all in a packagewith a small spatial footprint and
low energy usage.

In short we anticipate the corvergenceof cortrol with communication and
computation. But how will these systemsinteroperate? How will they be inter-
connected,physically, in applications, and in theoretical frameworks? Theseare
the issuesaddressedin this paper. We argue that the architecture of these sys-
tems will play a critical role in their emergenceand proliferation. We describe a
testbed for convergenceat the University of lllinois. We elaborate on the issues
that arise, and outline an architectural solution being pursued by us to realize
the twin goalsof reliabilit y and minimal designand deployment time.

2 Convergence Towards a More Holistic Theory

The aforemerioned technological developmerts are leading to accomparying
changesin researt directions which are aimed at a more integrated view of
systemstheory. Though it may not be completely accurate to put too clear a
historical marker, it can be said that the last half of the twentieth certury was
the ageof developingthe individual areasof control, communication, and compu-
tation. von Neumann'sidea of a stored program (1944) and the ENIA C (1946)
are about a half certury old, and roughly mark the beginning of the age of
computers. Wiener's secondWorld War work, embodied in his \Y ellow Peril"
book (so known for the color of its cover and its perceived incomprehensibility)
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datesto 1949.Shannon'sfoundational information theory waspublishedin 1948.
Kalman's work on providing a foundation for state-spacecortrol theory dates
to around 1960. In signal processingthe seminal work of Cooley and Tukey is
slightly more recent, around 1965.

Howewer, we anticipate that the next few decadeswill witness the dewvelop-
mert of a more integrated system theory combining all these areas. For exam-
ple, signal/image processingmethods with information theoretic performance
assessmenand connectionsare already emerging([7, 8]. Networking is seeingthe
con uence of computer sciencewith more traditional communications researt
conducted in Electrical Engineering departments.(INFOCOM, for example, is
jointly organizedby the IEEE Computer and IEEE Communications Sccieties).
Communication and control have a long history of involvemen, dating back to
the work of Wiener and Nyquist.

In the future, at the theoretical level (but not necessarilyat the architectural
level), issuessud as addressingmessagesand combining sensoryinputs, while
computing basedon locally available data, will all be seensimply astradeo s in
the context of designof a larger system.

As we enter this ageof corvergence se\eral challengesarise. In this paper we
highlight one of them; how to designsud \systems" (to usethe EE term), or the
\application" (to usethe CSterm), in an ervironment of constart changewhere
new featuresare always being added, and hardware is constartly being changed,
all without necessitating major recoding, and with a view to minimizing the
designer'stime. A closelyrelated issueis what sort of software infrastructure (or
\middlew are" to usethe CS term) is neededto facilitate the rapid developmert
and deployment of systems.

Consider the IP stack in networking. It is presert in all computers and has
provided essetial communication servicesby making interconnections trans-
parent to the user. But what will the \IP stad" equivalent be for distributed
and interconnected embedded systems?A suitable architectural construct will
needto provide the appropriate servicesfor sensorsactuators, computation, and
communication to work together. Such infrastructure code should self-organize,
taking care of details such aswhich computation is running on which host, and
relieve the designerfrom mundane details such as IP addressesand the prob-
lem of start-ups, etc. The software should provide the right abstractions and
interfacesto application programmers, and a rich set at that, sothat they can
concerirate on deweloping applications.

We can today build one-of-a-kind systemsto t just about any single use
case,although sud systemscould be, and often are, enormously expensive. But
that is not the vision we are projecting. Our vision is broader. The convergenceof
communication with computation is today ubiquitous becauseof seweral forces.
We cortend that similar forcesare at play which will lead to the con uence of
control with communication and computation also becomingubiquitous. More-
over, the resulting systemswill needto adapt to changing uses.

Our goal, thus, is to move from an era of carefully hand-crafted systemsto
mass production of interconnectable devices,with easyto con gure interfaces,
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such that systemswhich feature the corvergenceof control with communication
and computation areroutinely deployedwith short designand developmert time,
while incorporating exibilit y to meet changing needs.

3 A Testbed: The IT Convergence Lab

To investigate these issues,we have set up an \IT ConvergencelLab" at the
University of lllinois, which featuresa testbed, as shawn in Figure 1.

-—_———_—_—_1

Fig. 1. ConvergencelLaboratory Testbed at the University of Illinois

There are se\eral reasonsfor the use of an experimental testbed. First, it
represerts a complete system,aswe seebelow. Thus, while researhersoften, and
with good reason,focus in depth on a particular aspect of the overall system
(say, the control law used, or the routing protocol, or the image processing
algorithm), working with the systemin its ertirety educatesus about all aspects
of the system. Thus we are able to identify what is the critical bottleneck in
the system at any given stagein the design. This may vary at dierent stages
of ewolution, as has beenwitnessedby us, betweenthe seart strategy usedin
predictive cortrol, to the cycle time of computation in the image processing
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algorithm which needsto locate cars under non-uniform lighting, etc. Thus we
are ableto assesshe impact of the choiceof a particular strategy for a subsystem
on the overall system'sQoS. Additionally , the holistic aspect of the systemseres
a pedagogicalrole both for students and researders. Instead of working in an
abstract setting, the testbed forcesus to be pragmatic in the context of a real
system.

The particular choice of the testbed described below is usefulin that it is a
malleable system, which is at the sametime simple. It allows us to investigate
substartial aspects of middleware developmert as well as application dewvelop-
ment. Our goal is to dewelop and explore the principles important to the pro-
liferation of control, communication, and computation, and to provide at least
one concrete application and working implemertation which incorporates these
principles.

Our testbed consistsof a eet of fteen cars. The cars are radio cortrolled
(RC), which allows us to avoid mounting laptops on them, thus allowing us to
keepthe carssmall in size,which in turn allows us to operate a number of them
on a small indoor track, 12 feet wide by 16 feet long. The cars are cortrolled
by o -b oard laptops, with ead car having its own dedicated laptop. The serial
port of eadh laptop is connectedto a microcortroller, which in turn is connected
to a transmitter which drivesthe particular RC car. The radio transmitters
for the cars use separate non-interfering frequencies,and should essetially be
regardedasdedicated\wires," emulating a scenariowherethe laptops areindeed
mounted on the cars and connectedto them by wires. The ertire set of a car,
its transceiver, its microcontroller, and its laptop, could just be consideredas a
single\car unit".

For communication betweencomputers, the lab usesan ad-hoc wirelessnet-
work, comprised of IEEE 802.11PCMCIA cards, which carries the cortrol and
data padkets usedin the application. For monitoring and as a diagnostic badkup,
there is also a dedicated wired network consisting of an Ethernet switch and a
small hub. The hub connectstwo VisionServersto a DataServer and the network
switch.

The function of the vision systemis to provide feedbad to individual carsin
the form of position and orientation information. Two overheadcamerascortin-
ually monitor the platform on which the carsare mounted, and serve asthe only
sensorgn the system. The video feedfrom ead camerais sert over a cableto its
dedicated desktop PC, called a VisionServer, where image processingis doneto
determine the orientations and locations of all the cars. To accomplishthis, we
have placedsix color patcheson ead car's \ro of," in distinct patterns. This color
coding allows the vision systemto distinguish cars. The vision system segmeits
ead of the pixels in a frame into predetermined colors, then seartesfor groups
of colors, and identi es cars through their color patterns. When patterns are
correct, the vision systemthen extracts the location of the color patchesand de-
termines the position and orientation of the car. The position information from
the two desktopsis sert over an Ethernet cable to a DataServer laptop, which
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in turn is connectedto all the other laptops (controlling the cars) by the ad hoc
wirelessnetwork. Figure 1 shows the complete\lo op" on the testbed.

For simplicity and malleability, we employ dedicated laptops (all running
Linux) for eac radio controlled car. For now, the cortroller for each car runs
on its dedicated laptop. However, as described in the paper [9] describing the
software infrastructure and middleware aspects of this project, the next phase
of our software infrastructure developmert will involve automatic migration of
code so that the controller for a given car could be running on any of seweral
laptops. For example,computations can move to locations which have maximum
computational resourceavailabilit y or require minimal communication resources.
Or, to enhancereliabilit y without sacri cing e ciency , multiple cortrollers may
run on one laptop with other laptops standing by in caseof cortroller failures.

Thus the entire system features multiple sensors(currently two vision sys-
tems, with more that can be added asnecessary)multiple actuators (the fteen
cars), and multiple computational resources,with loops closedover an ad hoc
wirelessnetwork.

We refer to systemsof this type as Federated Control Systems[9]. In princi-
ple, we should be ableto replacethe carswith airplanes,vision systemswith GPS
or other sensors,and have an air trac corntrol system. The architecture should
be the same.Or, should we replacethe VisionServers with thermometers, door
sensors,motion detectors, and smoke detectors, and the cars with heating con-
trollers, sprinkling systems,lighting cortrollers, etc, the resulting system should
be an easily re-con gurable total home control system.

But before such systemsare common, they must be inexpensiwe, easyto use,
and useful.

4 The Imp ortance of Proliferation

Proliferation is important for proliferation. There is positive feedbad. Individ-
ual one-of-a-kind systemsmay serve to Il a particular need.But when these
systemsare mass-praduced, they becomeinexpensiwe, and the demand for their
useincreases.This in turn leadsto improvemerts, which further increasesde-
mand, driving down cost, and soon. Many of the evertual usesmay be of limited
value, and hencewould never support large scale costs of developmert on their
own, but when the costs comedown and are amortized over a huge number of
applications, theselower value needswill beginto drive the market.

Our goalis to addresssystemdesignchallengesarising when we move towards
this level of demand in the vision of corvergence.We contend that the critical
ingredient involved in realizing this goal is architecture.

5 Imp ortance of Arc hitecture

Ultimately , the usefulnessof an overarching designdependson how well it adapts
to the particular needsof an individual cortext, while at the sametime captur-
ing the essenceof that which is common acrossall the usages.The particular
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useful variations of a product may not be known to the designersbeforehand.
We believe that successfulproliferation will depend on providing the right ab-
stractions and architecture for use by designers.We begin by providing some
examplesof technologieswhich have successfullyproliferated.

We contend, and this may be cortroversial, that the successf the Internet
is primarily architectural, and secondarilyalgorithmic, though protocolssud as
TCP have played a most important role. Consider the OSI model of networks,
even though in practice it is not followed precisely This model separatesthe
various functions of communication into layers of abstractions, giving a speci ¢
purposeto ead layer and hopefully enablingit to perform at that layer. (There
are many cross-lgyer designissuesas well that desere attention; see[10]). Ser-
vices at a layer can be oblivious to lower layers, and hence can focus on that
portion of the designwhich hasbeendelegatedto them. In order to interoperate,
we must, of course,provide interfacesbetweenlayerswhich are well-de ned and
understood by both sidesof the interface. With well-de ned interfaces above
and below ead layer in the protocol stack, it becomespossibleto make changes
to an intermediate layer without a ecting the other layersin the system. This
allows for incremertal ewvolution. It givesthe designlongevity.

Considerthe alternativ e of merging all the layerssothe implementation runs
faster. Such a system would not have longevity since any small change would
necessitatethe redesignof the ertire system. It would simply not be conducive
to proliferation.

In addition to longevity, the overall scheme must provide a rich enough set
of abstractions to support individual uses.It must provide an architecture that
allows a designerto visualize wheredi erent aspectsof a problem are solved and
where they are located.

Indeed, architecture is important for proliferation of technologies,in general.
Valiant [11] claims that the successof serial computation is due to the von
Neumann bridge, and cortends that it is the lack of a von Neumann bridge that
is one of the reasonsfor the failure of certain e orts in parallel computation.

In communication, we contend that the separation of source coding from
channel coding has played a major role in the proliferation of digital communi-
cation. Indeed we argue that this structural result establishedby Shannon[12]
has beenmore important than the precisecharacterization of channel capacity.

Similarly, more important than the precisevaluesof the feedbadk gainsis the
closed-lop architecture of a cortrol system. The very separation of the overall
systeminto a portion that cannot be modi ed, the \plant,” and a portion that
can be, the \controller," is important, and is obvious only in retrospect. Indeed,
simulation software often does not make this distinction, with the result that
implemerting certain policies may require digging into code wherethe plant and
cortroller interactions are intermingled.

These examplesillustrate the fundamertal and far reaching in uence of ar-
chitecture on systemsand motivate the desireto addressthe architecture appro-
priate for the convergenceof control, communication, and computation.
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6 Application Arc hitecture for Ever Evolving Systems

We now turn to the issueof concernin the paperlho w to designa large system
featuring a multiplicit y of sensorsand actuators.

Our approach is motivated by seweral fundamental considerations.The over-
arching issuesare:

(i) The ever changing nature of a system,
(i) The complexity of the design.

7 The Need for the Incremen tal Evolution of the Design
of Complex Systems

The rst considerationis that the designof a large systemis always in ux. It
is never at an end. As a systemis built, new featuresare always added.

In the early massproduction of WWI | aircraft, US automobile manufactur-
ers assumedthat automobile assenbly-line methods would translate to aircraft
manufacturing, without a strong understanding of the additional complexity of
aircraft and the manufacturing precision required. Frequertly, design changes
wererequired even beforethe rst aircraft would comeo the line. Rather than
change the assenbly line, the xes were often done in separate modi cation
centers. Even then, further changeswere often made at front-line bases[13].

Similarly, it is erroneousto designtoday's large and complex systemsunder
the assumption that software is easyto change, and therefore adaptable. The
ability of a systemto adapt to changing requiremerts depends heavily on the
overall architecture of the systemand the nature of the changes.Only if the sys-
tem is well-designed,with exible architecture, can one hope that the resulting
systemwill be adaptable.

An important driver of changeis \feature bloat," though we do not usethe
phrasein a pejorative senseBut it must be carefully managed.One starts with a
modest goal, and an eye toward future changes,and completesit reliably. Then
one inserts additional functionality to make the system more useful. Indeed,
this is an ever presert feature of many software projects. (Successie versionsof
Microsoft Word are just one prominent example).

Similarly, viewed from the usageend, customersdo not always know what
they want or needat the beginning of a designcycle. Upon experiencing a new
capability, they may ervision slight variations that would make the capability
more useful. Apparently small changescan, however, have large unintended neg-
ative e ects as they ripple through the design of a complex system. Systems
should thus be well-designeda priori, to the extent possible,soasto be able to
incorporate this inevitable feature bloat, and insulate the risk of feature failure
from other parts of the systemwhich must be reliable.

Incremental developmert may also be necessaryfrom an economicpoint of
view in the proliferation and massadoption of a technology. A systemunder de-
velopmen for an extended period of time will not produceany nancial support
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for the deweloper during the developmert phase. Thus, for large developmert
e orts, it is usefulto build the systemin smallerincremernts, ead of which pro-
vides an increasein functionality. This producescontin uousrevenue, making the
proliferation phase nancially viable.

Incremental developmert also provides useful feedbak in the design and
application of the system. As incremerts are tested, identi ed problems can be
resolved before future incremerts su er from the needfor redesign.We can see
this principle in the early developmert of our testbed. In the beginning, we
simply worked to get a single car running in open loop, according to a pre-
planned sequenceof speedand steering commands.In this phase,the cars were
found to be too slow, and the motors unreliable. We did not needto have an
erntire systemworking to discover this. Moreover, this discovery led to changes
in the motors and gearboxes which would have changed all of the calibration
data for eac car. We had not yet investedtime calibrating every car, thus early
feedbak helped to avoid this time consumingtask for the remaining cars. We
werealsoinitially concernedabout sla in the steeringmecdanismand hencethe
repeatability of the cars performance. Seweral open-loop demonstrations proved
that the carswere su cien tly repeatableto meet our needs,thereby avoiding a
redesignof the steering which we had thought necessary

Of course,incremertal upgradesmust be relatively simple to incorporate at
ead stage.Moreover, it is usefulto be able to \roll badc" if an upgrade fails in
somefashion. This ability to \undo” is a challengeto systemdesign,but provides
much needed exibilit y to designersand usersalike.

8 Design Goals for Application Arc hitecture

Thus, we contend that complex systemdesignmust be regardedas a cortin uing
process.Our purposeis to addressthe issueof designof such a systemso asto
meet two goals:

() Reliability.
(i) Minimizing the time to designand deploy a new feature.

The needfor reliabilit y is now well accepted.Indeed, rather than \high per-
formance," the focus of much of current software researd is on \reliabilit y." It
may be referred to asrobustness,or fault-tolerance, or perhapssecurity aswell,
highlighting particular aspectsof systemreliabilit y. In any casereliabilit y is now
entrenched as a primary performancecriterion.

The secondfocus is on cost|in terms of human time. It is important to
reduce both the time to design a system, as well as the time to deploy it. In
fact, in our approad thesego hand in hand. By abstracting certain aspects of
systemsin appropriate ways, we aim to realize our ultimate vision that these
systemsbe \mass produced"” rather than \hand crafted." Our processaims to
reduce the processto one of designing an individual block and then easingits
implemertation through a processof selectingamonginteroperable componerts



10 Scott Graham and P. R. Kumar

and setting appropriate constraints. Thus we aim to make one-of-a-kindsystems
a ordable and henceuseful.

Our design processviews the overall system as a composition of \decision-
making modules," segregatinglevels of decision making to broadly conform to
commonly used and well understood methods for control system design, and
adopting an ewlutionary approacd that we call \Collation." This provides sup-
port for reliability and evolution at many architectural layers.

9 The Levels and Mo dules of Decision Making

At the highest architectural level of any application is the system goal, which
may changeover time. A clean architectural designseparatesgoalsat all levels
of decisionmaking from the meansto accomplishthem.

High level goals are further instantiated or translated as they percolate
through the layers of the designto elemers of the systemthat are more aware
of information that pertains to the optimization of the goals. One common re-
nement of goalsis by time scaledecomposition [14], though there are also other
possibilities such as, for example, spatial decomposition.

As one movesacrosslayers, one nds perhapsse\eral stepsof cortrol re ne-
ment and data abstraction. As a concrete illustration, an air trac cortroller
neednot know the precisesettings of the throttle on a particular aircraft, which
may however be of utmost interest to the pilot. Similarly, the pilot may be un-
aware of aircraft movemert onthe ground at the destination airport, eventhough
such movemert will ultimately a ect the pilot's operating conditions. The air
trac cortroller needonly know the plane's position, airspeed,and ight plan
in order to accomplishthe higher level goal of ensuring igh t safety, while the
pilot needonly know if the ight plan is still acceptableto the controller, and
need not know about the ight plans of any other plane. Of course,a fail safe
mechanism is in place locally. Upon detecting an oncoming plane, a pilot will
change course for safety without clearing it with the air trac controller who
probably does not have data at the level of re nement the pilot needs,or the
ability to make a decisionfast enoughto help.

From decisiontheory [15], we can regard any decisionmaking unit as subject
to three \inputs." First is the \goal," which could, for example, be speci ed as
a cost function to be optimized. Secondis the \mo del." This provides the basis
for deciding what will be the result of actions, and thus allows us to choose
betweendi erent actions when seekingto optimize the cost function. Third is
the \information" available to the decision making unit. This could be noisy
measuremets of say the locations of the cars, etc. The output of the decision
making module can be regardedasthe optimal (or near optimal, or satisfactory)
choice of an action which does well by the goal, based on the model of the
ervironment, and the available measuremets.

To illustrate theseissuesmore concretely, in the ConvergencelLab Testbed
we have a certralized top level planner called the ScheduleSerer which is re-
sponsiblefor generating collision-freetimed tra jectoriesfor ead car along routes
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which represern the high level goalsof the system[16]. The goalsmay be speci-
ed merely as a triple comprising an origination location, an intermediate way-
point, and a nal destination on the track. The server must then be able to
determine feasible paths which satisfy the constraints of the track, and then
schedule collision-free tra jectories for ead car.

The output of this plan is a set of timed way-points for eac car. This is given
to the middle level in the task architecture, which is distributed. Speci cally, eath
car hasits own mid-level cortroller called the Planner.

The SceduleSener monitors the locations of the cars and determineswhen
something has gonewrong and re-plans, sending new tra jectories which replace
the old ones.Figure 2 shows the goal decomposition/re nement on the testbed.

Fig. 2. Goal decomposition in the testbed

The Planner in normal mode merely passeghe tra jectory on to the low level
real-time cortroller which dutifully attempts to track the trajectory. However,
the Planner hasalsobeengivenaccesdo position and orientation information for
ead of the other cars, or obstacles,on the track. By monitoring their movemen,
the Planner can perform additional functions such as following another car in a
formation or in a pursuit-evasion scenario. It may also provide collision avoid-
anceby predicting potential collisions, which may occur even with collision-free
tra jectories due to misbehaving cars, malicious cars, or simply dead batteries.
Upon detection of imminent collision, the Planner may simply stop the car to
prevert the collision, or instead plan an alternativ e path basedupon somecrite-
rion. This recovery planning then represens a mid-level goal. It is not the high
level goal, but represerts re nement of a higher level goal as a result of addi-
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tional information. Moreover, in the face of unpredicted behavior, it is able to
prevent systemfailure.

The low level real-time cortroller is myopic. In our case,we have traded
cheap computational power for algorithmic complexity. The real-time cortroller
usesa linearized model of the car and examinesthousands of potential cortrol
sequencescomparing the predicted results of each of them with the desired
result, choosing the one with the lowest cost, i.e., the one which most closely
follows the desired trajectory. Note that at this level, the goal is merely to
conformto the giventra jectory. There is no understanding of higher goalssuc as
collision avoidance. Separation of concernsin this hierarchical structure greatly
simpli es the design, while providing exibilit y at the sametime.

It should be mertioned that there is really one more lower layer. The micro-
cortroller which sendssignalsto the car storesa sequenceof cortrols, which for
fail-safe reasonsis always terminated with a stop command. Failure to receive an
update from the low level real-time cortroller is thus handled appropriately in the
hardware/ rm ware level of the system.Sud bottom end failsafe mechanismsare
necessarnyin safely critical applications and could even be implemented through
run-time invariance cheding in micro-processors.

Using a proper task architecture, we have separatedresponsibility amongthe
various parts of the system. Incorporating new tasks is greatly simpli ed. For
example, if one of the cars represerts an ambulance, and we want it to have
priorit y, then the only part of the systemwhich is a ected is the very top level
SdeduleSener which must be altered to give priority to it.

10 Reliabilit y and Dep endence

As noted earlier, the rst attribute of \p erformance” may well be reliabilit y,
which in turn has many dimensions.

In any system, certain portions of the system may depend on other parts
for its operation. A cellular phone clearly \dep ends" critically on its antenna to
complete a call. However, somedependenciesare not inhererntly necessarybut
creepin asdesignor implementation dependencies. For example, a laptop may
only \use" wall power to operate but doesnot \depend" on it sinceit hasa bat-
tery. Complex systemsexhibit complex dependencieswhich aredi cult to trace,
and posechallenging troubleshooting problems. Many designor implementation
dependenciescould perhapsbe converted into \use" relationships. Consider the
power steeringsystemin a car. If the power steeringfails, the power assistto the
driveris gone,but the steeringwheelremains physically connectedto the move-
mernt of the front wheels,allowing a driver to continue to drive safely although
requiring increasede ort.

To understand dependenciesiit is useful to visualize the spaceof errors and
categorizethem. We will enumerate a few for purposesof this discussion.

1 We are grateful to Professor Lui Sha for educating us about what the requirements
for reliabilit y are in practice, and how to addressthem.
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Execution. This includesall forms of systemcrashes,all segmemation faults,
all power failures, deadlocks, livelocks, in nite loops, and any other faults which
prevert a processfrom executing. There is a great deal of researt on the pre-
vertion of execution errors. We are interested in how to corntinue to operate in
the presenceof such errors.

Timing . This includes any operation which doesnot return the result within
the deadlinerequired. It is important in systemswhich interact with their envi-
ronmert.

Semantic. This meansthat while the function proceedecdand returned aresult
by the deadline, its value wasnot correct in somesense.This could simply be a
design aw, and is frequertly ascribed to the application or domain expert.

11 Collation for Evolution

In keepingwith traditional principles of functional programming, our designis
asmodular aswe are able to achieve. Thusthe focusis on code reuserather than
rewrite. When adding new features, our goal is to \insert" functionality rather
than revamp the existing architecture.

The ability to \undo" an action while word processinga documert provides
tremendous exibilit y. Similarly, instead of being critically dependent on correct
operation of a more complex implementation, we can merely use it when it
is satisfactory, and revert to a simpler version when it is not. It is therefore
reasonableto deducethat large complex systemsmust incorporate the ability
to switch between componerts when they fail or when increasedfunctionality
is desirable, while maintaining system integrity in the face of faults, failures,
and changesin operational environments. Such capability must be built in, and
even itself upgradeable perhaps. Figure 3 preserts the architectural construct,
or designpattern, of \Collation."

Fig. 3. Collation architecture
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The ConvergenceTestbed has experiencedmany systemfailures and system
upgradesas well as changesin the operational ervironment. As these changes
have occurred, we have obsenedthe utilit y of a processof \Collation" asa design
pattern and have incorporated it wherewer feasible. An example concerningthe
incorporation of a vision data Iter illustrates this method. In an early version
of the testbed, with just onecar running, and just one camera,the vision system
was not responsible for identifying the car, but just reporting its position and
orientation. A reliable system for this functionality was in place, and the real-
time controller was able to use the raw vision data reliably for its operation.
Moreover, there was no needfor a certralized store of vision data; therefore, the
DataServer wasnot yet implemented. The systemperformedits task of following
predetermined tra jectories quite well in this early version. However, at a later
stage,to improve the smoothnessof tra jectory following, it wasdecidedto add a
Kalman Iter. This wasdoneby adding it asa parallel block to an existing direct
breakthrough. During the debuggingphase,the existing position and orientation
information which was \reliable" but not \v ery accurate" was usedto monitor
the Kalman lter's output. Figure 4 illustrates the Collation processapplied to
the Kalman lter.

Fig. 4. Kalman Iter inserted with Collation

This idea of Collation can be castinto the Simplex architecture of [17]. Sha,
et al. [18] have consideredthe use of a simple reliable cortroller as a badup
to a complex, unreliable cortroller. This method is based on using simplicity
to control complexity. The key notion is that the simple cortroller, previously
established to be reliable in some way, can always maintain stability of the
system and meet certain safety parameters provided that the system state is
within a well de ned operating region, as for example, the basin of attraction
of its Lyapunov function. Then a smaller region is de ned within which the
complex cortroller is given authority over the system. A supervisory process,
which must also be reliable, obsenesthe system state in order to determine if
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and when the complex cortroller will causethe system state to move outside
the basin of stability of the simple cortroller. When this occurs, the supervisor
switchescontrol to the simple cortroller, thereby maintaining stability.

Collation encompassesnore than redundant safety systems.It extends to
what we call \data fusion." Consider multiple data sensorsin a system.An air-
craft avionics system may receive position information from GPS, land based
beacons,and inertial navigation system, aswell as manual updates from a nav-
igator. This data can be fusedin sewral ways. Perhaps the data is averaged.
This works well if the data all have similar noise characteristics. But if one of
the sourceswere providing grossly erroneousdata, averagingis not the best fu-
sion. Perhapsthe systemcancompareall of the inputs and vote on which sources
are reliable. If multiple sourcesagree,then they are trusted and used. Of course,
as the fusion becomesmore sophisticated, the likelihood of introducing errors
grows. Sothe Collation processprovidesthe simple algorithms to run alongside
the complex versionsjust in case.

Another usageof Collation lies in assessinghe e ects of time-delays in the
incremental deployment of a more complex control system. Control systemsare
generally sensitive to timing. Delays introduced into a stable control loop can
even render it unstable. A system designedwith the ability to switch between
a stable version of a processand an experimental version, can accommalate
online developmert and testing safely Consider, as a simple example, a Iter
located somewherealong a cortrol feedbadk loop. When a more sophisticated
Iter is beingentertained, the additional processingrequired for it may intro duce
additional delay, which could render it worsethan the original simpler design.
By applying the Collation design pattern, we are able to rst program another
version of the simple lter that includesthe additional delay, without any algo-
rithmic changes,and usethe Collation processto switch between the original
and the delayed versions, monitoring the system for undesirable e ects. Once
we have tested this su cien tly, we may then install the full functionality of the
complex lter and run it in place of the delayed version of the original lIter.
Becauseof the supervisor, we can make thesechangesat run-time (in real-time)
without bringing down the system. Moreover, the original lter is still in place,
ready to be usedin the event of undesirable behavior of the complex lter. So
Collation facilitates incremertal operational testing by allowing low risk online
upgrade.

Yet another place where Collation is useful is in \planning." Multiple plans
can be generatedand evaluated, and the plan with the best performance can
be implemented. One example of this in the Testbed is in the mid-level Planner
which cortinuously monitors the vision data, predicting where cars will be in
the next seweral stepsand comparing the current tra jectory with those positions
in order to predict future collisions. Upon detection of a potential collision,
the Planner may create seeral alternativ e plans, perhaps a path to the left
of the collision, and perhaps one to the right. These alternate paths are then
cheded for collisions, and if one is deemedsuccessful,it is used. If not, the
desiredbehavior is to cometo a stop, and the Planner accordingly stopsthe low
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level controller, thereby avoiding a potential collision. Figure 5 showvs Planning
inserted via Collation.

Fig. 5. Planning as Collation

These examplesillustrate the fundamenrtal ability to connectto, and select
among, multiple sourcesof data or cortrol. Properly implemerted, this func-
tionalit y provides for ewolution, rollback or undo, and reliability. It provides a
separation of decision criteria, or rules, from the execution of the criteria. We
can implement implementing the Selectoras a separate processfrom the other
componerts, we can create the Simplex Architecture for reliable on-line system
upgrade. By choosing among many piecesof source code for compilation, the
processcan be called software con guration managemei. When multiple exter-
nal componerts can connectto a single componert (which canin turn provide
its output to multiple external componernts) and eady componert has local \in-
telligence" contained in the Supervisor to govern its action, we can realize an
interoperable Federated Control System.If such \in telligence" includesrules for
fail-safe operation, then the system has fail-safe at that level of abstraction.

Collation bears a resenblance to object oriented design. In aggregation or
hierarchical composition, ead elemen of the Collation architecture can be a
trivial one,or a very complex systemof its own, or somethingin between.Thus,
Collation exhibits a self-similar nature useful for hierarchical construction and
decomposition.

The designpattern that we call Collation combineswidely usedprinciplesinto
a useful architectural construct. Whether or not a systemrealizesthe bene ts of
connectionto and selectionamong multiple sourcesdependsupon the software
designof the underlying infrastructure.

A movie shawing several applications of the functioning system s available
on the Testbed website [19].
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12 Concluding Remarks

The architect Christopher Alexander arguesin [20]that in any systemunderlying
patterns of useexist. The principles, or forces,which drivethe useof that system
must be understood, in order to designit in such away that it comesalive, which
is to say that it ful lls the purposeof its creation. Many systemsmay experience
similar kinds of forces, and patterns of designthen emergewhich can be seen
throughout many similar structures.

We believe that identi cation of suc \design patterns"[21], incorporating
them into the architecture, providing the infrastructure that allows routine de-
ployment of converged systems, and providing the designerwith a rich set of
abstractions, is critical to realizing the corvergenceof control with communica-
tion and computation.
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