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Abstract— This paper explores diversity of temporal obser- a control system has @me value Traditional networking is
vations in a networked control system or sensor network. We especially weak in addressing issues such as latency aatytim
analyze what information should be sent between a sensor and delivery. Second, communication bandwidth may be small,
a controller (or estimator) in a networked control system (o i ket ret feasible. | t i
sensor network) where the two components are separated by an making packet retransmission infeasible. Is ‘retran S
unreliable, bandwidth limited communication. Packets maybe in fact the best response? These questions raise the issue of
dropped at any time. Given a sensor of limited computationahnd designing an appropriat@pplication specific transport layer
storage capability restricted to transmitting linear combinations  for networked control system$his paper provides results that
of measurements, we consider what should be transmitted flow- suggest that dinear temporal codingbased transport layer

ing a packet drop - the most recent observation, the previoug e . .
dropped observation, or a combination of the two? may be used for network control. This is attractive becatise i

We show that the common practice of sending only the most leads to performanf:e_ imprqvement as we show, and allows
recent observation is not optimal. We then derive necessargind  control system desigincluding the transport layer to stay

sufficient conditions for an optimal linear combination of past within the linear design paradigm, for which highly effeeti

and present observations. We address a special case wher@S® 40| design tools have been developed over the decades.
bandwidth (or sampling rate) is higher than communication

bandwidth (or throughput), and deal with the case of multiple Consider responding to a sensor measurement being
dropped packets. _ ~dropped en route to the controller. A new observation is
These results suggest the design of a transport layer specifi taken before retransmission is possible. If the commuioicat
to netwqued control which optimizes packet contents configent v ork capacity and latency were not an issue, sending
on previous packet loss. Alternatively, one could optimizeccess both h | inf .
between contending sensors for a scarce communication medh. ot measuremen_ts represe_nts the most _comp ete in ormatlon
The results could be regarded asetwork coding across time. transfer. The optimal solution under this favourable situa
Simulations are used to illustrate the theoretical results tion, see [16], therefore lower bounds optimal cost. While
this approach has theoretical value, excessive bandwadth r
quirement prevents implementation. Alternatively, usiag
_In networked control systems or sensor networks, commgncoder-decoder pair [6] achieves optimality, but may irequ
nication or computational capacities are limited, and sis it significant computational capability.

useful to revisit familiar problems involving estimatiomd 15 |eads us to consider sensors with limited communica-

control to determine a suitable domain specific architectur t'csn and computational capacity. What should be transthitte

We consider a networked control system (or sensor netwo{!héorder to minimize the state estimation error covariance o

where co_mmumc_at|on petween the Sensor and controller rformance cost? We show that a linear combination of the
state estimator) is subject to unpredictable packet loss, a

shown in Figure 1. What should be done when a packet
is lost and cannot be retransmitted before new information

I. INTRODUCTION

becomes available? Traditionally, this issue is addressed \ //i*o/'\ \ .
the Transport layer. For services such as file transfegbitity Sensor | »d— / U,\'l“e“abl'(e — o—{ Estimator
is key, and so packets are simply retransmitted until they ar ﬁt,""(?L &~

received. This approach is not appropriate in networketrobn
for at least two reasons. First, packets received very lat® h Fig. 1. information sent from the sensor through the netviottke estimation
little value (unlike in a data network) since information irpr control logic is subject to unpredictable packet loss.



most recent ‘new’ observation and the dropped ‘old’ observa ®% 7%@
tion is strictly better than sending the most recent obsema S~ 7
alone. This establishes the benefitinkar temporal encoding Sensor ©

These results also address optimal linear strategies for
systems where the Samp.“ng. frequency_ (or bandwidth) is muﬁB. 2. Potential network coding representation. Netiés the sensor. The
larger than the communication bandwidth (or throughptt). dinreliable channel is between nodBsand D. At time k, node A transmits
a sensor takes multiple observations before transmittng, t© nodesB and C. Transmissions take a single time step. At the next step,

. ) . de B transmits toD, receives a measurements for ticadrom C and for

rgsu_lts produce the bes_t pack_et_ to send. This can lead -tq (ﬂ ek 4+ 1 from A. Node 3 then chooses what to send .
signing network scheduling policies and message compasiti
for systems with multiple competing sensors.

Our results give some guidance toward the design of anprotocols specific for control also exist [13], [15], such
intelligent transport protocol capable of modifyingacket a5 Ethernet (e.g., LonWorks), token based schemes (e.g.,
contentshased on the disposition of previous packets. SUBROFIBUS and ControlNET) and Control Area Networks
a protocol would manage packets alreadythe transmission (CAN) (e.g., DeviceNet). The protocols typically provide
queue. This goes beyond active queue management [1], {8lver OSI level functionality (link and MAC layers) and
for congestion control, which merely deletes or otherwisalsl e particular implementation provides the higher lev&lse
with packets in buffers, or modulates packet transmissi®  Ethernet based schemes provide rapid access to the network
Our scheme, specific to networked control, composes packgfg high data rates, but give no guarantees on message
from those already in the queue. This can be through of gglay or delivery. Token ring/bus type architectures botined
‘network coding across time’ (as compared to ‘network cgdinmaximum delivery delay by the token transfer time. The CAN
across space’) to enhance performance. protocol, used mainly in automotive domains, uses arltnat

Section Il formulates the problem and provides somgnd priorities to give guarantees to nodes.
intuition. In Section IV we derive necessary and sufficie@<  compining packet contents is studied in Network Coding,
ditions for the optimal ratio of ‘new” and ‘old’ observatien yhjich under some circumstances can enable a maximal infor-
In Section V we present the results for an “alternate drop’ hation rate as well as minimal delay [4]. In Linear Network
‘oversampling’ system in which more observations are take@ding, outgoing messages are constructed usamgiom
than can be transmitted. An optimal ratio is obtained whigfhear combinations of incoming messages. Our approach is
is identical to the result in Section IV. Finally, Section Visomewhat similar, as shown in Figure 2. In our work, instead
presents a simulation study. Concluding remarks, impbea!  of ysing arandom combination, we determine the optimal
and future extensions are discussed in Section VII. coefficients and investigate ‘Network Codiagross Time

Il. RELATED WORK AND UNDERLYING ASSUMPTIONS

A. Background Assumptions
The effects of random packet losses have been investigated g P

for Kalman filtering [17], optimal control [10], and statyij We will use a DCCP type protocol with predictable timing
see [2], [8] for multiple references. Regulating accesshi tproperties. Hence, the separation theorem holds, and tite op
communication medium [9], [20], reducing communicatiofmal control problem is separated into optimal state estonat
overhead [23], and controlling systems over bandwidthtéchi and certainty equivalent optimal control law design. Thws,
channels [14], [19] have been considered. In general, mgsteshall use the message disposition knowledge to improve the
with random unknown packet drops are more difficult to arstate estimatewvhich will improve overall system performance
alyze due to non-traditional ‘Witsenhausen’ type inforimat for both the control and the state estimation problems.
patterns [22]. We will only consider packet loss. Hence, our results are
The results are generally divided based on the transpeubject to the maximum packet drop rage: < 1/)\% .
model used - either ‘TCP’ (which guarantees in-order packeescribed in [10], [17], which is applicable regardlesstof t
delivery but may incur significant delays), or ‘UDP’ (lowerinformation structure [16]. Our results can readily be axied
latency but no delivery guarantee). There are intermedidteincorporate delay.
transport layer levels of service such as DCCP, TFRC andWe assume that if a packet is dropped, a new state observa-
SCTP which are potentially beneficial for control. The DCCHon is available before any retransmission is possiblestiz!
protocol [11] is an unreliable transport protocol with elod- consider limited bandwidth systems which transmit only a
end congestion control. The random delays and in-ordergtackingleobservation at any time. We sidestep the issue of infinite
delivery restrictions of TCP are avoided, while packetwd®ly resolution and information in a real humber since we only
notifications are given. The TFRC protocol [7] smooths theonsider linear combinations, which are also subject tgenoi
abrupt send-rate changes associated with TCP flows by regite question we consider is whetherliaear combination
lating the allowable transmition rate. The SCTP protoc@|][1 of the past dropped observation with the currentnéw
forgoes the byte oriented approach of TCP in favour of @bservation in a single ‘combined’ observation can improve
message oriented protocol. This enables simultaneousigeesshe state estimation error covariance at the receiver.Jdtin
delivery despite individual bytes arriving out of order. for using linear processing is that it maintains the linear



paradigm, and thus the use of well established linear cbntuseC = («, 3) to trade off the composition of the transmitted
design principles. observation and define it as thieear temporal codelf there

In [6] a Kalman Filter with zero control input is used towas nevera packet loss, there is no benefit in retransmitting
create a single value, which is transmitted. A ‘smart séns@n observation. Hence we would set= 1 and 8 = 0.
is required to execute the Kalman Filter. We shall assumie tiNote that scaling«, ) to (6a, 83) makes not difference for
the sensor capacity is limited such that only one measureménZ 0. Hence we need only considgr, 5) on the unit circle
can be stored, and only linear combinations can be computed.+ 32> = 1. The state noise covariance in this formulation
is represented by),,, as shown in (6), and the observation
noise is given in (7) ask,. We have used the fact that
Elvgv,,_,] = 0 and E[vi] = E[vi_,] since they are i.i.d.
Trp1 = azp + bug + we, (2) Wwith zero mean.

For ease of reference, we now present the Kalman filter
equations [21]. The time update equations are:

I1l. PROBLEM FORMULATION
For simplicity we will consider a scalar system:

Yy = CTg + Vg,

where x; represents the system state apd is the noisy

measurement at time. The variances of the jointly Gaussian Thyre = Abpp + Bus, (8)
independent state noise,, and observation noise,, areq, Pepp = APk|kA’ + Qu- 9)
andr, respectively.

We shall use a quadratic cost criterion: The measurement update equations are:

—1
g N - . Kiy1 = PiopppC' (CPeyC'+ Ry) —, (10)
= ;{$sz$k + uy, uuk}7 (3) 551«+1\k+1 _ i'kJrl\k + Kpi1 (Zk _ Ci'kJrl\k) . (1)
where@, > 0 and R, > 0. Reconditioning with respect to Piprprr = (I = Ki1C) P, (12)
measurements one can write: wherez;, 1|, represents the state estimate at time1 given
N-1 state observations up to timke When combined, the Kalman
J=F Z (23, Qur + up Ryup + Tr(Q.Py)),  (4) filter represents the discrete Riccati equation:
k=0
_ _ ’ ! -1 ’
where 7, is the state estimate anf, is the conditional Peyr = A [Py = PC[CPC" + R CP ] A'4Qu, (13)
covariance of the state estimation error. As discussedeabOyhere by conventionP,,; = Ppy1k- We partition the
A. Accounting for Dropped Packets 1,1 1,2
. . . P — Pk Pk 14
To incorporate an unreliable network into (2), we assume an klk = b2 p? (14)
independent Bernoulli erasure channel with packet acknowl kll klk

edgments. A single measurement is stored at the sensoh whitie optimal state estimate, when no observation is received
has taken another measurement. Hence, at fintlee sensor by the estimator, is obtained by doing an open loop time
has measurements for timésand & — 1. With this in mind prediction of the Kalman filter using (9), which yields:

we formulate a new concatenated system as:

x a 0] zx | 1 w Piyir = APgpA' + Qu
o] = el oL ] o ] s
Yr = cTp+ g, (5) APk Prlk
2 = [a 8] e || When an observation packet is dropped, a measurement up-
L Yr-1 | date (12) is skipped, and another time update is performed:
— Lk Uk 1,1 1,1
[a 7] | Tk-1 | tla 7] [ Vk—1 } 7 Py = Gu + *(qu +‘1L211’kik) alquw +a2plk'k) .
qw O a(qvﬂ + a2pk7‘k) Qu + a2pkik
R, = (ag n 52)7"0. ) If an observation then arrives, it will be associated with an

a, B, and aR,.. Performing a measurement update using (10)

Here,y, is the measurement, whitg, is the information sent and (12) yieldsP; 2|4+-2- Thep,lgim” term is given by (1)
at time k. Without loss of generality we assume= 1. We at the bottom of the page. This term will incur a cost in (3).

1,1 _ 2
Pilyojkte = qw ta (

2 1,1
a” py

(qw + (a2 pllc’l + qw) (aza + aﬁ)) ((a2 pllc’l + qw) (aﬁ + a2a2) + aqw>

(2P +aw) (aa+8)* + a%qu + ro(a® + 52)

+qu) - @



We will investigate the optimal choice ef and 3 so as to
minimize this term.
For insight, making the substitutions = 2, », = 1 and
¢ = 1 into (1) and assuming,;, = 1, yields:
1,1 210[2 + 26ﬁ2
pk+2|k+2 = 2202 + 2000 + 6ﬁ27 (17)

22U (Ar + Ag + Ay + Ay)? (a4 pot 4 gy + qw)

Hence, a necessary condition is that eitkeor I' are zero,
since® is bounded. Now consider positive semi-definiteness
of the Hessiarn, which requires all principal minors have
non-negative determinant. Substitutifg= 0 into the first
term inH yields:

6

>0, (20)

which can be minimized to a value o with (a,3) =
(4,1). Using only the most recent measuremefat, 3) =

3
a? ((12191151 + (Jw) r2B06(A + Ag + 11 + Il,)*

(1,0), yields a covariance ofL. A plot of the cost is shown \yhere

in Figure 3. We examine necessary and sufficient conditions
for a minimum in Section V. v

IV. THEORETICAL RESULTS Ay

The following theorems give necessary and sufficient condA'—2
tions for a global optimal minimizing«, /3). First, we restate
a well known result [12] for convenience.

Lemma 4.1:Monotonicity of Riccati equation iterations.
Let P, and P, represent thé:" iteration of (13) with initial 24
conditionsP, and P, respectively. Lef., represent the steadyH
state solution to (13). 1Py > Py > P, thenP, > P, > P... 1

Lemma 4.2 establishes that there is no trade-off betwe
present and future. l.e., optimizing a single Kalman filter

As

(a‘*p;l;l r+ (qu +10)° + a? (qw o+ it (quw + m))) ,

8 1,12
a” py

6 1,1
a’ py,

Ty + qw2 (qw + rv) )
(2 Guwro + 1" (qw + m)) ,

a' quw (Qw Ty + 2p]1€,1 (Qw + 2Tv)) )
a® qu’ (pi’l +qu + 3%) :
at qu (Qw Ty + 2p]1€,1 (Qw + 2Tv)) )

a? sz (p]lg,l + quw + 3rv) .

update at timek is optimal for all subsequent time too, This expression is positive definite for all non-degenecates

regardless of the future policy:
Lemma 4.2:Minimizing Pkl"; is an optimal policy for all
P; for all j > k.

(e.9.,a = 1, = qu = 0). The condition® = 0 yields a
negativedefinite solution, and need not be considered further.
The determinant of{ is:

Proof: ConsiderP after a Kalman time update. The only —4062717?
term in Py from Py is p}e"}c, as illustrated in (15). If Y
the optimal(a*, 5*) was used to generafé]i*' then Py, Which is clearly positive semi-definite fér = 0. Hence ' = 0

1 is a minimum. This is infact a global minimum because we can

generated usingk"i* in (9) is also minimal. X ) A o :
Consider a second system where a non-optimal choice'6ptrict our attention to the circle” + 5° = 1. See Figure 3

(&, ) was used to comput@?}c"i, which is used to find for @ graphical representation. ]

5 . ~1,1 1,1% ~
Prg1jk- Slncepkl,C > Pyl We haveP; 1, > Py

L1k ANy
subsequent choice @#, 3) by the second system can also be
used by the first system. Hence by Lemma 4%1,> P m
We show later that forming the optimal estimate for
Pytojis doesnot yield the optimal estimate fop,?7,, . -
Consider first asingle packet drop with no consecutive drops:
Theorem 4.3:Following a single packet drop, the optimal

det(H) = (21)

linear combination of past and present measurements is:

1,1

ke2lk+2

(e

*

B

=a+

dw
ary

(18)

a(anllc"1 + Guw) '
Proof: Computing the necessary condition for a station-

; dpiiz\)wrz dp;izwwrz :
ary point o =—aq5 =0 yields:
1,1 1,1
—_1dpk+2|k+2 _ ldpk+2\k+2 _ o 2er 0 (19)
8 do o dp P2 ’
where Fig. 3. The magnitude of the error covarianp%imk” as a function
of Bwith a =1, a = 2, pljl = 1,7y, = 1 andgqw = 1. Note that
0 = (a4p]1€,1 +Qw +a2 qw) a+a (a2p]lg,l +qw) ﬁa . 1,1 k“; 9 1,1 .
L limg 4 o0 Pk'+2\k+2 =quw t+a (a Pyt Qw>, as can be seen in (1).
Po= (@ +aw) (area = a®roB = quB) = qurf,

The following theorem addresses the more general case of

1,1 2 . .
e = (a2pk + Qw) (aa+ B)° + (qu +10) & + 1,02 multiple successive packet drops.



Theorem 4.4:Following D successive dropped observaThis can be used to specify the system:

tions, the optimal linear combination of the last and curren 2 ) 1
measurements is: Xn+1 = { ¢ 0 ]Xn + { ClL 0 ] W,
) Gu Guw
A ot ary * a aQDpllc’l + ZD:1 aQ(i—_l)qw). (22) Qw = cov ([ a1 } Wn) = [ @+l e ] Guw,
Proof: Follows directly from the previous proof since L0 a 1
a*Pppt + 37 a®(-Vg, is the state estimation error covari- R, = cov ([ a B Jv,) = (a® + %) ry,
ance projected forwarf) drops and simply replaces the single Z, = [ a B }Xn + [ a B ]f/n_
drop state error covariance in (15). [ ]

A. Interpretation of Results We will now study convergence of the discrete R!ccatl equa-
) ) o tion for state estimation of this system. For existence and
Theorem 4.3 provides some interesting insight and res“'ﬁﬁiiqueness we require stabilizability ¢4, Q,) and de-
r,  Small values ofr, represent near perfect observagectability of (A, C), whereC = [a, §]. This can be easily
tions, and in the limit leads t¢; — oo, indicating  shown for(a, ¢,,) stabilizable, anda, o) or (a, 3) detectable.
that Ionly the most r_eche_nt obfsehrvatlpn Szougd be sent.consider a single iteration of (13). Note thafif,,, — P
For large noise, weighting of the missed observatiag, ,, _, o0, then P, — P where P is related toP, 1,

1 qQuw
is lower bounded byj > a T @ ey through (12). Computin@}li”nﬂ and taking the derivative
a As the system becomes kinematic ( 0), any wjth respect to3 anda yields precisely expression (19) in the

present control action or system noise can arbitrarilyroof of Theorem 4.3. Thus, the minimizing ratio in this case
change the state. Thus, there is no correlation bg-gxactly the same:

tween states at observation instants, and no advantage .
in communicating past information. Hencg,— oo SR Guw _ (23)
asa — 0. B ary  a(a2py’ + qu)

Guw The limit ¢,, — 0 represents noiseless state predicA

tion. It is intriguing that in this case; — a, for o ) ) )
which we still have no intuitive explanation. If state estimation at intermediate times when the observa-

. . . . s 11
py' The point of interest here is that the ratio depends dipn is dropped/not sent is of importance (.8 ;.o OF

the estimation covariance before the packet drop, bemuivalentlypifmﬁ), we can find the optimalc, §) ratio
is bounded for alb,lc’1 by a+ 2= < % < a+;17w+%. by similar arguments as in Theorem 4.3. The optimal ratio is:

Intermediate State Estimation

V. OVERSAMPLING o _ 0 (24)
We now study the case where measurements are delivered Boqutr
reliably, but are taken at double the rate they are transdiitt Hence, the choice of?' effects both state estimation and
Starting with the formulation in (5): estimate smoothing since the optimizer for each is differen
Tiogo _ a 0 wesr |y [ wkn This is shown graphically in Figure 4.
Tt 10 T kol 0
. az 0 Tk " a 1 U 3 ‘
B a O Th_1 1 0 Uf+1 \
a 1 Wi 2sp
o]l ] |
2P
2 = ayk+ Pyk—1 = [ a f3 ] [ Yk ] ! i1
Yk—1 g | ke 2lk+2
g 15¢ : Piz\k
Tk Vi o ! el !
= « + | «
Lo o) e ta 8] |
This represents the system evolution between transmitte . ]
observations. Since measurements are delivered reguarly 05l Y l P e
sider only everk by settingk = 2n, and define: e
— [ o A S S S
Xn | T2n-1 } ’ B
o= L (e 2 )
| Wan+41 0 0 qu Fig. 4. The gragh illustrates the minimum points of the ewovariance
_ . I Von 0 ry 0 piimk” andpi’m‘kﬁas.a function ofﬁ,. With a= .1, a=2, p}e"t =1
Vo = ~ N K 0 r , and g, = 1. The arrows indicate the minimum point. As expected, more
[ V2n-1 v weighting is given to the ‘missed’ observation (larg#rat timek 4 1 when

Ly = Zop. the state covariance at that time is to be minimized.



These results only consider sampling at double the trans-
mission rate. This Corollary deals with multiple obseroas:
Corollary 5.1: If observations are transmitted evabysam-
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ous measurement is given by

g =qa+ C]_w + Gw
0 ary a(awpllc’l + Zil a2(i—1)qw)
Proof: Follows directly from Theorem 4.4.

V1. SIMULATIONS (1]

We illustrate our results with a simulation study using
system parameterg = 2, r, = 1, ¢, = 1 anda = 1.
The estimation error cost is computed &> 1, p," with 2]
N = 108, The results are shown in Figure 5, where for a

baseline comparison we have used the lower bound from [16[13]

(4]

(5]
35F e
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2 P — — — Most Recent
§ I —— Optimal C [8l
8 15f € 9
g S
O 7
o L s
ES L 4
1 . 7’ [9]
e
,
[ g 4
7 [10]
O0 0.05 0.1 0.15 0.2 0.25

Drop Probability: A [11]

[12]

Fig. 5. Simulation results showing the percentage dewviatiocost from the
lower bound described in [16] is the packet loss probability.

VII. | MPLICATIONS AND CONCLUSIONS [14]

We have demonstrated that sending the most recent obser-
vation, in systems where observations are occasionally 0gs;
is not optimal. We have derived conditions for the existence
of a linear combination of past and present measuremeH{d
which minimizes the state estimation error covariancesThi
highlights the utility oflinear temporal coding

Showing the benefit of sending combined measuremeftd
suggests several future research directions. One is regard
ing a transmission protocol for networked control systemgg]
where the contents of packets waiting to be sent are m 95]
ified depending on the previous transmission status. ThiS
is similar to “in-network information processing” in semso
networks [5], except that now it is at the transport rathanth [20]
the network layer. Sensors could be allocated static ansoup;
of communication bandwidth and modify packaintentsto
meet the requirement, as compared to TCP type protocBd
that regulate the packet transmission rate. Other extessigys
include examining the multi-dimensional case, examinimg t
case where delivery status is unknown, as well as finding the
optimal combination of all dropped packets.

[13]

1-0217, DARPA/AFOSR under Contract No. F49620-02-1-
0325, DARPA under Contact No. N00014-0-1-1-0576, and
Oakridge-Battelle under Contract DOE BATT 4000044522.
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