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Issuesin Wardroprouting in wirelessnetworks
Vivek RaghunathanandP. R. Kumar

Abstract— Traditionally , traf�c in wir elessnetworks is routed
along minimum hop paths fr om sources to destinations. This
can result in hot spot formation and loss of performance. It
can be theoretically shown that �o w avoiding routing provides
thr oughput gains over shortest path routing in random wir eless
networks by a factor of four when the sourcesare few enough.

Moti vated by the goal of traf�c adaptive routing, we present
an alternative approach to wir elessnetwork routing using delay
measurementsto adaptively route packets along multiple paths.
The proposedprotocol is completely distrib uted and distrib utes
load along loop-free paths. When the protocol has equilibrated,
the network achieves a Wardr op equilibrium, where all utilized
paths fr om a source to destination have the samedelay, which is
lessthan that over any unutilized path.

We further discuss results fr om a ns-2 simulation study of
the protocol. Our study indicates that the protocol is able to
automatically route �o ws to “avoid” eachother, consistentlyout-
performing shortest-path protocols when the number of sources
in the network is low. As the number of sources increases,the
protocol's thr oughput-delay performance is still better than that
of shortest-path routing.

We also addressthe architectural challengesconfronted in the
software implementation of such a multi-path, delay feedback
based,probabilistic routing algorithm. A working implementa-
tion of the protocol has been built in userspaceon a modi�ed
Linux 2.4.20kernel. Finally, we discussa measurement study of
the implementation on a six node testbed.

Index Terms— Wir elessnetworks, Wardr op equilibrium, rout-
ing protocols,performance study

I . INTRODUCTION
Traditionally, the designgoal for routing in wirelessnet-

works hasbeencorrectnessin the presenceof mobility rather
than optimal throughputperformance.By and large, routing
protocols for wireless networks typically route along the
minimum hop pathfrom sourcesto destinations([1], [2], [3],
[4]).

This paperis addressedtoward static (or slowly changing
networks),asfor examplecommunitymeshnetworks([5], [6])
or ad hoc networks in of�ce environments.In suchscenarios,
theprimarydesigngoalis to optimizethroughputperformance.
The interferenceconstraintsimposedby the wirelessmedium
are the dominating bottleneck and minimum hop routing
can result in the formation of traf�c hot spots and loss of
throughput.

As a network designer, we would like to re-designwireless
networks for suchenvironmentsto includethe following (but
not exhaustive) list of features:
1) Intelligent re-routingof �o ws “around” eachother.
2) Intelligent useof multiple pathswhenever bene�cial.
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3) Load-adaptive routing.
4) Uniform balancingof load acrossthe network.

At the sametime, we would like secondgenerationrouting
solutionsto retainsomeof thekey propertiesof state-of-the-art
wirelessrouting protocols:(i) loop-freepathsat every instant.
(ii) completelydistributedoperation.(iii) implementability.

In previous work on this problem [7], [8], [9], we have
proposedand analyzed the STARA approachusing delay
estimationandloadadaptive probabilisticrouting.STARA [7]
can be shown to converge to a Wardropequilibrium [8], i.e.,
an equilibrium statein which all utilized pathsfrom a source
to a destinationhave the samedelay, which is lessthan that
over any unutilized path. In [9], we describedmodi�cations
to STARA to make it more amenableto practicaldistributed
implementation.Theseincluded path control using the IPv4
TTL �eld, distributed delay estimationand lightweight link
delaymeasurement.

The main contributionsof this paperare the following:
1) We presenta multi-pathrouting algorithmwith the follow-
ing properties[7], [8], [9]:

(i) The algorithm converges to a Wardrop equilibrium
with respectto the meandelay experiencedby eachsource-
destination(SD) pair. Speci�cally for eachSD pair, the mean
delaysexperiencedalongall theutilizedpathsis thesame.The
potentialdelay along any unutilized admissiblepath through
the network is greaterthan or equal to the delay along each
of the utilized paths.

(ii) Even during the transientphasewhile the algorithm is
in theprocessof converging, theutilized pathsareguaranteed
to be loop freeandhave a pathlengthno morethantwice the
numberof hopsof the minimum hop path.
2) We conduct a simulation study of the Wardrop routing
algorithm to study the throughput delivered, path length,
delaysexperienced,andtheoverheadconsumedby therouting
algorithm.The study indicatesthe utility of our approach,as
the preliminary resultsin [9] indicated.
3) We proposea software architecturefor implementingthe
multi-path,delay feedbackbasedprotocol.
4) We implement the above protocol in userspaceon a
modi�ed Linux 2.4.20kernel.
5) We presenta measurementstudy of the protocol on a six
nodetestbed.

The restof the paperis organizedasfollows: In SectionII,
we recapitulatetheWardropequilibrium,thechallengesfaced
in developinga practicalprotocol,andour solutionsresulting
in theP-STARA protocol.In SectionIII, weconducta detailed
ns-2 simulationstudy of the protocol. In SectionsIV and V,
wepresenttheimplementationarchitectureandameasurement
studyof the protocol.We discussrelatedwork in SectionVI,
andconcludein SectionVII.

I I . THE WARDROP EQUILIBRIUM AND THE
M-STARA AND P-STARA ALGORITHMS

Traditionally, wirelessnetworks have usedminimum hop
routing. More recently, new link metricslike ETX [10] have
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beenproposedto handlelossylinks. While we do not compare
our approachto these;we note in passingthat they do not
factor traf�c patternsexplicitly into their choiceof routes.

In interference-constrainedwirelessenvironments,it canbe
shown thatminimumhoproutingleadsto theformationof hot
spotsand loss of throughputperformance.When the number
of sourcesis not too large, it canbe shown that it is possible
to boost throughputperformanceover minimum hop routing
by a factor of up to four by constructinga perfect �o w-
avoiding routing (for details,see[11]). This resultshows that
there are signi�cant bene�ts to using traf�c aware routing,
and motivates the quest for a good load adaptive, multi-
path routing protocol. The schemeusedto prove the result
is centralizedandshouldonly be taken asproof of existence.

Instead,we examine a more generalapproachto traf�c-
aware routing which aims to route toward a “Wardropequi-
librium”. This equilibrium was�rst studiedby J. G. Wardrop
[12] in the context of transportationsystems.In our context,
we enunciateit throughtwo principles:
1) If two or more pathsfrom the samesourceto the same
destinationeach carry positive �o w, then the mean delays
alongall theseutilized pathsareequal.
2) The only reasonthat any pathfrom the samesourceto the
samedestinationis unutilized is becauseits potential mean
delay is greaterthanor equalto the delayalongevery path.

In a communicationnetwork, the Wardropequilibrium has
thefollowing attractive propertiesvis-a-vismulti-pathrouting:
1) In wirelessenvironments,interferenceis the primary con-
straint on throughput performance.Route adaptationusing
delay feedbackallows re-routingof �o ws aroundtraf�c bot-
tlenecks.
2) When packets have to be delivered in order to the re-
ceiver applicationusing a re-sequencingmechanism,equal-
izing the averagedelay along utilized pathsreducesreceiver
re-sequencingdelayandbuffer spacerequirements.
3) TCP's congestionmechanismreactsadverselyto re-ordered
packets,andthusmisbehaveswhenTCPis usedover multiple
paths.By equalizingthe averagedelay along the usedpaths,
this behavior canpotentiallybe improved.

This section is a recap of work on Wardrop routing in
wirelessnetworksusingtheSTARA approach;for details,see
[7], [8], [9].

A. THE STARAALGORITHM
The basic idea of the STARA algorithm [7] is to estimate

end-to-enddelayalongvariouspathsandadaptively shift traf-
�c from higherdelaypathsto lower delaypaths;equilibrating
only whenall utilizedpathshave thesameaveragedelay. More
precisely, for eachnodei anddestinationd, let N (i; d) denote
the neighborsof i used to forward packets to destination
d. Under the STARA algorithm, when node i receives or
generatesa packet destinedfor node d, it probabilistically
sendsit out to a neighborin N (i; d). Let pj

id betheprobability
that it is forwarded to node j 2 N (i; d). Let D j

id denote
the averagedelay experiencedby packets going from node
i to destinationd via the immediateneighborj . Also, denote
by D id the averagedelay experiencedby all packets from
nodei to destinationd. STARA iteratively adjuststhe routing
probabilities[pj

id : j 2 N (i; d)], increasingthe probability pj
id

of sendinga packet via nodej if the delay D j
id via j is less

thantheaveragedelayD id over all neighbors,anddecreasing
it otherwise.

STARA consistsof two components:aniterative schemefor
delayestimation,andan iterative schemefor updatingrouting
probabilities[8]:
1) Delay EstimationScheme: End-to-endACKs are usedto
recordthe valueof D̂ j

id [n], the measureddelayof the packet
sentat time n. Exponentialforgetting is usedto producean
averagedestimateof the delay:

D j
id [n] = 
 � D j

id [n � 1] + (1 � 
 )D̂ j
id [n]: (1)

2) Probability UpdateScheme:The routing probabilitiesare
updatedas follows:

pj
id [n + 1] = [pj

id [n] + � [n] � qj
id [n] �

(D id [n + 1] � D j
id [n + 1])]+ ; where

D id [n + 1] =
N ( i;d )X

j =1

(D j
id [n + 1] � qj

id [n]); and

qj
id [n] = (1 � � ) � pj

id [n] + � � 1=N (i; d):

It is easyto seethat the above algorithm works correctly
even when clocks in the network are not synchronizedsince
it only usesdifferencesin times(for details,see[7]).

B. THE CHALLENGES

Thereare two problemsthat renderdif�cult the useof the
algorithmspresentedin [7], [8]:
1) Packets can follow loopy paths while the algorithm is
converging. Thesepaths can be arbitrarily long leading to
possibly unboundeddelaysand slow convergence,since the
algorithmneedsfeedbackon all pathsbeforeit canadapt.
2) The delay measurementschemeproposedin [7] relies on
ACKs to carrymeasurementsbackto sourcesandintermediate
nodeson a per-packet basis.This posestwo problems:

a) A schemerelying on transportlayer ACKs to solve the
network layer routing problemviolatesthe layering architec-
ture,anddoesnotextendto transportlayerswithoutend-to-end
ACKs (e.g.,UDP).

b) Further, thereis no guaranteethat ACKs will follow the
reversedpathasthedatapacket.Thus,intermediatenodeswill
not be able to obtaindelay information to the destination.

To addresstheseproblemsand obtain a practicalprotocol
amenableto deployment,we re-designedthe algorithmin [8]
to obtain two protocolsM-STARA andP-STARA [9]:
1) New mechanismsto control the pathlengthsandguarantee
loop-free routes during convergence preserve the attractive
propertiesof load adaptationand multi-path utilization, even
while retainingthepropertyof convergencetoward theappro-
priately de�ned Wardropequilibrium.
2) A completelydistributeddelaymeasurementmechanismto
replacethe ACK-basedschemeretainsthe immunity to clock
offsets. It consistsof a light-weight link delay measurement
protocol, and a distance-vector like propagation of average
delayestimates.

C. CONTROLLING PATH LENGTHS AND ELIMINATING
LOOPS

Thebasicideathatwe useis to modify thede�nition of the
neighborhoodN (i; d), the setof neighborsto which nodei is
allowed to forward packetsdestinedfor noded.
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1) Controlling pathswith M-STARA: Let S(i; d) denotethe
shortest-pathdistancein hopsfrom nodei to destinationd. Set
N 0(i; d) := f j 2 N (i; d) : S(j ; d) � S(i; d)g. We call this
algorithm,which only allows thenodesin N 0(i; d) to beused
for forwardingpacketsat i destinedfor noded, M-STARA. It
can be easily built on top of STARA by running a distance
vectorprotocol to producedistancesto all destinations.

2) Eliminating loops and controlling path lengthswith P-
STARA (Parity-STARA): The neighborhoodcontrol mecha-
nism restricts the set of paths investigated by M-STARA,
and is easy to implement, but does not eliminate routing
loops or provide any guaranteeson path lengths.To do so,
we proposean alternative protocol called P-STARA. Here,
the basic idea is to introducea packet statewhich alternates
between“odd” and“even,” asapacketmovesfrom hopto hop.
When the packet stateis “odd,” only thoseneighborswhich
strictly decreasethe distancein hops to the destinationare
consideredfor forwarding. When the packet stateis “even,”
the neighborhoodN 0(i; d), de�ned above for M-STARA, is
used.Observe that over every two hops the distanceto the
distanceto the destinationis decreasedby at leastone hop.
This simultaneouslyeliminatesall routing loops, as well as
strictly upper bounds the path length to be no more than
twice the shortestpath length. In fact, it can provide loop-
free routeseven whenthe distanceestimatesarenot accurate,
or are still converging by using the sequencenumbering
techniqueof DSDV [4]. An equally importantadvantage(as
we shall shortly see)is that this schemeadmitsa simpleand
completelydistributeddelayestimationalgorithmmatchedto
the de�nitions of the two neighborhoodsused.We omit the
proofsherefor brevity; for details,see[9], [11].

We now describe the P-STARA algorithm. De�ne
N 1(i; d) := f j 2 N (i; d) : S(j ; d) = S(i; d) � 1g, recalling
the de�nitions of N 0(i; d) andS(j ; d) from SectionII-C.1.
1) We include a �eld F (p) in eachpacket, which is initially
setto anarbitraryvalueanddecrementedby oneat every node
alongthepath.In practice,we usetheIPv4 TTL �eld asF (p).
2) We de�ne the state of the packet as X (F (p)) = (1 +
F (p)) mod 2.
3) Whenthepacket hasstateX (F ) = 0, nodei only consider
neighborsin N 0(i; d) as valid for routing. When the packet
has stateX (F ) = 1, it considersneighborsin N 1(i; d) as
valid for forwarding.
4) SinceF (p) is decrementedateachnode,atsuccessivenodes
alongits paththe packet's stateX (F (p)) hasdifferentvalues
(“0” or “1”).
5) Correspondingto the two valuesof X (F ), we maintain
two separateprobability vectors,(pj

id )F , and delay estimate
vectors(D j

id )F , for F = 0; 1.
6) When a packet for destinationd arrives at node i with
�eld F , the node routes the packet to one of its neighbors
j 2 N X (F ) (i; d) using the probabilities(qj

id )F .
7) The probability updateand delay estimationrules for P-
STARA aregiven by equations(2, 3, 4) below:

(pj
id )F [n + 1] = [(pj

id )F [n] + � [n] � (qj
id )F [n] �

((D id )F [n + 1] � (D j
id )F [n + 1])]+ ; (2)

(D id )F [n + 1] =
N ( i;d )X

j =1

((D j
id )F [n + 1] � (qj

id )F [n]); (3)

(qj
id )F [n] = (1 � � ) � (pj

id )F [n] + � � 1=N X (F ) (i; d): (4)

D. DISTRIBUTED DELAY ESTIMATION
Noting that we need to separatelymeasureand estimate

delaysfor packets arriving at node i dependingon whether
thevalueof the �eld is evenor odd, let de

ij anddo
ij denotethe

respective measured(quasi-static)valuesof link delay from i
to j . Sincepacketswith even �eld at nodei have odd �eld at
thenext downstreamnodej andvice versa,theaveragedelays
at node i throughneighborj for even �eld D j ;e

id [n] and for
odd �eld D j ;o

id [n] mustsatisfy:

D e
id =

X

j 2 N ( i;d )

qj ;e
id (de

ij + D o
j d); (5)

D o
id =

X

j 2 N ( i;d )

qj ;o
id (do

ij + D e
j d): (6)

This provides a simple distributed techniqueto obtain the
delayestimatesgiven the measuredlink delays:on a periodic
basis,nodei broadcastsits averagedelay to a destinationfor
even�eld D

e
id [n], andodd�eld D

o
id [n]. On receiving thevalue

of the averagedelay to d from nodej for even �eld D
e
j d[n],

nodei updatesits estimatesas:
D j ;o

id [n] = do
ij + D

e
j d[n]; (7)

D
o
id [n] =

X

k2 N ( i;d )

qk ;o
id D k ;o

id [n]; (8)

andsimilarly for the odd �eld.
It can be shown that the distributed delay measurement

proceduredescribedabove retains the immunity to clock
offsetsof the original STARA routing algorithm[9].

E. LINK DELAY MEASUREMENT
In practice,we needa link delaymeasurementprotocol to

measureandaveragethelink delaysdij 'sout in realtime.Such
a link delay measurementprotocol operatesmore frequently
than other componentsof the routing protocol (e.g., average
delay estimation), and must have as little communication
overheadaspossible.Weusea lightweightprotocolto measure
the link delaydij from nodei to nodej .

The statemachinesfor the protocol (without transitionsto
error states)implementingthe above schemeare shown in
Figures1 and 2. We reducethe overheadof the protocol as
follows:
1) The averagedelay is computedas the differencebetween
the averagereceive time and the averagesendtime (instead
of transmittingthe individual receiver timestampsbackto the
sender).
2) The protocol operatescorrectly even without reliable de-
livery of every message.For example,START RECORDand
PEERDELAY messagesarenot re-transmitted.(However, the
receiver must receive an END RECORD messagefrom the
senderfor correctoperationof the statemachine.)

I I I . SIMULATION STUDY

In order to understandthe protocol behavior, we initially
implementedit in the ns-2 simulator and carried out an
extensive simulationanalysis.In all our simulations,we use
a two ray ground propagation model, IEEE 802.11 DCF
MAC, and a radio model basedon the Lucent WaveLAN
2 Mbps radio. All simulations were carried out with N 2

nodes on the vertices of a N � N grid. The interface
queue length is set to 50 packets, and the retry parame-
ters of the MAC are M AC ShortRetr yLimit = 7, and
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tx[0]

GOT_NBR

tx[1]

GOT_MINE

tx[N-1]

start_end
timeout/0/0

1. restart timer: determines upper bound on overhead
2. start_end_timer: determines lower bound on overhead

Events

5. sent pkt to j
4. PEER_DELAY_INFO from j

3. peer_delay_info timeout: ensures reliable receipt of
                       END_RECORD

1. A/B/C = on event A, do local processing B and 
         send message C to node j
2. A = 0 "in next time instant"
3. B = 0 "no local processing"
3. C = 0 "no message to be sent to node j" 

START

(s.e.t.)

(s.e.t.)

...

...

(s.e.t.)

sent pkt to j/
get data from local/

restart
timer/0/0

restart timer/0/0

start_end timeout/0/0

restart timer/0/0

END_RECORD

peer_delay_info timeout/0/END RECORD

start_end timeout/get measure/END_RECORD

(s.e.t.)

send pkt to j/record measure/0

send pkt to j/record measure/0

0/start measure/START_RECORD

PEER_DELAY_INFO/end measure, compute link delay/0

Fig. 1. Sendersidestatemachine

GOT_MINE

1. A/B/C = on event A, do local processing B and 
         send message C to node j
2. A = 0 "in next time instant"
3. B = 0 "no local processing"
3. C = 0 "no message to be sent to node j" 

1. END_RECORD from i
2. rx pkt from i
3. START_RECORD from i

Events

...

...

rx[0]

rx[1]

rx pkt frm i/

rx[N-1]

WAIT

(e. r.)

(e. r.)

(e. r.)

(e. r.)

(e. r.)
START_RECORD from i/start measure/0

rx pkt frm i/record measure/0

rx pkt frm i/record measure/0

record measure/0

END_RECORD/get measure/PEER_DELAY_INFO

Fig. 2. Receiver sidestatemachine

M AC LongRetr yLimit = 4. We use CBR sourceswith a
constantpacket size of 210 bytes running on top of UDP
to stress the network. The simulations are run for times
between100 and3000seconds.The parametersfor exponen-
tial forgetting of averagedelay measurementand link delay
measurementaresetto 0:8. Theprobabilityof uniform routing
to all neighbors,� , is set to 0:05.

We usethe following metricsto evaluateperformance:
1) Throughput-delayperformance.
2) Path lengthandquality.
3) Routingoverhead.

The throughput-delayperformanceof a routing protocol is
the most reliable metric in determining its performancein
real networks. (While auxiliary metricslike routing overhead
or path length may provide an indicator of how good the
performanceis, thesemetrics are already factoredinto the
throughput-delaycurve, while the reverse is not true.) A
convergencespeedanalysisof STARA is omitted here for
brevity; see[11] for details.

A. Throughput-delayperformance
We comparethe performanceof STARA to that of the

shortest-pathDSDV protocol. (The ns-2 AODV implementa-

No. of connections % of scenarioswith Avg. % increase
improvement in sat. thruput

2 75 13.94
3 87 23.47
4 62 14.33
7 100 23.16

TABLE I
STARA IMPROVEMENT OVER DSDV

tion was apparentlybuggy at high network load and we ex-
cludeit from our performancecomparison).In all throughput-
delay simulations,AD P is set to 15:0, LD P to 5:0 and
LD PF to 25:0. (Theseparametersand the choicesof val-
ues are explained later in this section.) In examining the
throughput-delayperformanceof STARA, we make the fol-
lowing observations:
1) STARA does result in �ows “avoiding” each other in
environmentswith “few sources.”

To test whether the routes generatedby STARA in the
few sourcesregime indeedhave the �o w avoidanceproperty,
we comparedit against the performanceof the shortest-path
DSDV routing protocol, and “Manual” perfect �o w-avoiding
routing. The scenariosand the �o w-avoiding pathsfollowed
by STARA areshown in Figure5. Thesetwo scenarioswere
describedin [9] andare includedherefor continuity.

In the 2lines inter scenario(Figure 5(a)), the short �o w in
the middle hogsthe wirelessmediumin the centerof the grid
andDSDV obtainspoorperformance,ascanbeseenfrom the
throughput-delaycurve (Figure 3). STARA routesthe longer
�o w aroundthebottleneck,andmanagesto achieve reasonable
performance.

Another interestingscenariois Scenario2linesA (Figure
5(b)), wherewe have two �o ws 3-59and4-60parallelto each
other, but not intersecting.DSDV is forced to use adjacent
parallel 1-hop separatedpathsthat interferewith eachother.
STARA however usesthesepathsat low rates,but at higher
network loading, when thesepaths becomethe bottleneck,
STARA switchesto pathsthat are two-hop separatedexcept
at thesourceandcloseto thedestination.Theperformanceof
STARA is clearly betterthan that of DSDV (seeFigure4).
2) If optimalavoidanceis notpossible, STARAdoesequilibrate
to pathsthat avoid each other as far as possible. Sometimes,
it may not be possibleto route all �o ws to avoid eachother.
In this case,a goodmultipathroutingprotocolshouldproduce
routesthat minimize the interferencedueto nodeswithin two
hopsof eachother. In simulations,we observe thattheSTARA
protocoldoesgeneraterouteswith thispropertyin themajority
of scenarios,e.g.,in Figures6 and7 which show theroutesfor
scenarioswith threeand four sourcesrespectively. The path
shown for eachsource-destinationpair is theprimarypathused
with high probability.
3) STARAimprovesthroughput-delayperformanceevenwhen
the “few sources” assumptionis violated. STARA is able to
obtainconsiderablethroughputperformancegainsby minimiz-
ing interferenceevenwith moresource-destinationpairsin the
network, e.g., Figure 8 showing a scenariowith three�o ws,
eachof length � ve, and Figure 9, for a scenariowith seven
�o ws, eachof length four. This is becauseSTARA produces
routesthat minimize interferenceeffects.
4) STARA's throughput-delayperformanceconsistentlypro-
vides improvementsover DSDV. To verify the effectiveness
of STARA's delay-adaptive routing in wirelessenvironments,
we testeda large numberof randomlychosenscenarios.With
the number of connections�x ed, 24 random scenariosof
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varyingconnectionlengthsweregeneratedon a 8� 8 grid, and
the throughput-delayperformancemeasured.For a majority
of scenariosconsidered,the saturationthroughputof DSDV,
i.e., the maximumthroughputthat DSDV cansupport,wasa
lower-boundon thatof STARA. Theresultsaresummarizedin
TableI, wherethepercentageimprovementandthenumberof
scenariosin which STARA outperformedDSDV are shown.
The percentageimprovementsfor the various scenariosare
shown in Figures10 and11.

B. Path lengthand quality

It is importantto ensurethat the pathsfollowed by packets
at every instant are loop-free, or failing that, that packets
do not follow wild paths to the destination.To check this,
we ran STARA on an 8 � 8 grid with direct connections
betweendiagonally adjacentgrid nodes(in the absenceof
these,all thevariantsimplementedwill alwaysuseL 1-optimal,
i.e., Manhattanmetric, loop-free paths). We simulated ten
scenariosrepresentingvarying degreesof network congestion
andtraf�c burstiness.Thescenariosarelabeledasr k n, where
k representsthe numberof connectionspassingthrough the
middle of the grid, and the n representsthe input rate for
eachconnection(in Kb). r 3 burst is r 3 60 with connections
randomlyswitchingon andoff to simulateburstiness.

M-STARA drastically reducesthe percentagesof packets
following loopsduringconvergence(seeFigure12for scenario
r 2 20), while P-STARA completelyavoids loops. A perfor-
mancecomparisonof averagepathlengthandpacket loopsis
shown in Table II.
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TABLE II
M-STARA VERSUS STARA: PATH LENGTH AND QUALITY

Scenario Avg. path % of % decrease % decrease
length loopy pkts in path len in loops

(STARA) (STARA) (M-STARA) (M-STARA)
r 1 20 9.31 13.39 17.9 53.02
r 1 40 8.96 11.00 6.3 39.72
r 1 60 9.66 10.25 17.2 42.04
r 2 20 8.54 10.39 11.8 70.64
r 2 40 9.31 9.80 19.9 69.03
r 2 60 8.75 9.11 14.8 68.27
r 3 20 9.24 10.47 16.1 62.17
r 3 40 9.87 11.02 11.4 45.09
r 3 60 10.71 8.41 7.2 33.53

r 3 burst 10.36 7.97 -4.1 44.54
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C. Routingoverhead
Theroutingprotocoloverheadfor STARA hasthefollowing

components(arrangedin order of timescale):(i) Link delay
measurementoverhead (LDE) (fastest) (ii) Average delay
measurementoverhead(ADE) (iii) DSDV overhead(slowest).

The �rst and third componentgrow like N 2, while LDE
overheadgrows like the number of edges.The following
protocolparametersprovide usanadditionaldegreeof control
over the overhead;their choice re�ects a trade-off between
convergencespeedandrouting overhead:
1) Average delay updateperiod (AD P): The rate at which
nodesbroadcastaveragedelayinformationto their neighbors.
2) Link delay measurementre-start timer (LD P): The fre-
quency at which STARA attemptsto re-start the link delay
measurementprotocolis onceevery LD P seconds(seeFigure
1). The valueof 1=LD P placesan upperboundon LDE.
3) Link delay measurement forced re-start timer (LD PF ):
STARA forcibly re-startsthe link delaymeasurementprotocol
onceevery LD PF secondsto ensurethat link delayinforma-
tion is alwaysobtained.Thevalueof 1=LD PF placesa lower
boundon LDE.
4) DSDV periodic updateperiod: setconstantto 15s.

The ADE and DSDV componentsof the overhead are
independentof traf�c load,while LDE overheadfollowsanon-
demandpattern,i.e., overheadfor nodesnot along the active
forwardingpathis minimal (equalto the lower bounddecided
by 1=LD PF ), while the overheadfor nodesalong the active
forwarding path is higher. For detailson this behavior of the
LDE overhead,see[11].

A normalizedplot of the routing overheadwith respectto
the DSDV overheadin a 10 � 10 grid is shown in Figure
13 for various values of AD P and AD P=LD P. Observe
that STARA overhead(with DSDV overhead included) is
roughly twice the DSDV overhead(for an appropriatechoice
of parameters)As noted earlier, the routing overheadis an
auxiliary metricandthe increasedgoodputof STARA in spite
of the increasedrouting overheadcon�rms this observation.

D. Parameterchoice
As noted in [11], the optimal choice of parameters

AD P; LD P; LD PF representsa trade-off betweenconver-
gencespeedand routing overhead.The effect of increasing
AD P for a �x edAD P=LD P, or decreasingAD P=LD P for
a �x edAD P is to reducetheroutingoverhead(seeFigure13).
Theconvergencetime dependslargely on AD P, providedthat
a few link delay measurementsare obtainedin every AD P
time period,i.e, AD P=LD P > 1 (see[11]). A goodheuristic
to pick AD P andLD P is to setAD P=LD P = 2 or 3, and
thenselectAD P for satisfactoryconvergencetime.

IV. SOFTWARE ARCHITECTURE
When designing the STARA protocol, one of the most

importantdesignconsiderationswas that the protocolbe ele-
gantly implementablein modernoperatingsystems.We have
implementedSTARA basedon the threetraditionalprinciples
of IP routing implementations:
1) Routingpolicy is separatedfrom forwarding mechanism.
2) Componentsare placed in-kernel only if the userspace
performancehit is unacceptable.
3) Interfacesaregeneric,well-de�ned andcleanlyextensible.

The key architecturalchoice we made in implementing
STARA wasto separateprobabilisticpacket forwarding from

delay estimation. Probabilistic forwarding on a per-packet
basisis thoughtof as simply a new mechanismprovided by
the kernel to forward packets. The probabilistic forwarding
mechanismprovidedconsistsof multiple in-kernelforwarding
tables.Each forwarding table consistsof a list of routesto
destination.Eachrouteto a destinationconsistsof a vectorof
two-tuples(next hop, probability of usage).A cleaninterface
is provided to con�gure the probabilistic forwarding mecha-
nism via a userspacelibrary. (M-STARA and P-STARA are
thus simply different probabilistic routing policies, and are
implementedcompletelyin user-space.)

src dst tos nh src dst tos nh

src dst tos nh

src dst tos nh

src dst tos nh

user�defined 1

user�defined 2

list of nh

main table

local table

A B 0

eth0

eth0

DELAY_POSTDELAY_PRE

TOS_RND

eth0

TOS_UNRND DELAY_POST
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MODULE
MEASUREMENT

LINK DELAY

/proc/stara/delayinfo

PROBABILITY
UPDATE
MODULE

DISTANCE VECTOR
ROUTING PROTOCOL

AVERAGE DELAY
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MODULENBR
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NBR
NODES

NBR
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CACHE
kernel�space

user�space

  
iptablesiptables

rtnetlink/iproute2

MEASUREMENT LIBRARY
TIMESTAMP 

Fig. 14. ImplementationArchitecture

The architectureof the implementationis shown in Figure
14. We have used all the in-built featuresof Linux kernel
routing to implementthe STARA protocolalmostcompletely
in user-space.These include net�lter, equal cost multipath
routing, policy routing, iptables and MARK target routing.
The userspacecode implementsprotocol primitives such as
link delay measurement,average delay measurement,and
probability updatepolicy. To obtain distanceestimates,we
useaDSDV implementation[13]. Theprotocolneedssomein-
kernelsupportthatwasunavailablein theLinux 2.4.20kernel:
1) Timestampmeasurement:
This moduletimestampsand recordsincoming and outgoing
MAC addressesaspacketspassthroughthekernelandexports
the collectedinformation to userspaceusing=proc.
2) Per-packet multipath routing:
The Linux kernel implementationof multipath only allows
next hop selectionon a per-connectionbasis.This is because
thekernelcachesrouteson a per-connectionbasis,andpackets
endup usingthecachedrouteto a destinationthroughthe�rst
(randomlychosen)next hop to that destination.

Insteadof disablingtheroutecache(andincurringa perfor-
mancehit) (seeequalizepatch[14]), we trick the routecache
into simulatingper packet multipath routing by randomizing
one of the keys usedfor the cachelookup. This ensuresthat
the distribution of next hopsto a destinationin the cacheis
thesameasthat in therouting table(up to quantizationerror).

V. MEASUREMENT STUDY
We have carried out a measurementstudy of the STARA

implementationon a six node testbedto verify the practical
effectivenessof STARA routeadaptation.
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A. EXPERIMENTAL SETUP

Thenodesin our testbedconsistof CompaqPresario2800T,
CompaqPresario1800TandHP Pavilion zv5240laptopswith
CiscoAironet 340 and350 SeriesPCMCIA cards.All nodes
run our custom-patchedLinux 2.4.20 kernel and Red Hat
Linux 9.0. UDP traf�c is generatedusing nttcp. We used
experimentationexperiencegainedin-houseduring an earlier
studyof TCP[15] to resolvecommonlyencounteredproblems:
1) MAC �ltering for topology creation.Topologiesaregener-
atedby collocatingall nodesandusingiptablesMAC �ltering
at individual nodesto createa virtual multi-hopscenario.This
approachis useful in verifying implementationcorrectness.
2) Copper tape for multi-hop topology creation. The Cisco
Aironet 350 Seriescardshave very high receive sensitivities
andtransmitrange.In orderto decreasethe effective transmit
range,we wrapthecardswith 3M 1181EMI coppershielding
tape. This lets us createstable topologies in a single hall
becausethe coppertape“changesthe antennaimpedanceand
causesan impedancemismatch betweenthe card and the
antenna,resultingin lesspower deliveredto theair” [15]. This
approachlets us observe STARA route adaptationto traf�c
conditionsandobtainperformancedata.
3) Heating effects.The coppertape causescardsto heat up
excessively, and degrade in throughputperformanceafter a
while. To handlethis, we randomizeover which protocol is
run �rst, andabandondatafrom badruns.

B. PERFORMANCEDATA

The coppertapeattenuationapproachis usedto verify the
effectivenessof STARA route adaptation.The performance
resultsin this sectionshouldbe treatedasa proof-of-concept;
further large scaletestingis still needed.The topologiesused
areshown in Figure15.Thethroughputperformanceof DSDV
andSTARA for the topologiesis summarizedin TableIII and
TableIV. Eachdatapoint is anaverageover tenrunsof nttcp,
and in eachrun, a UDP connectiontransfers8 MB of data
from sources to destinationd.
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Fig. 15. Experimentaltopologies

Both protocolsseean (expected)drop in throughputper-
formance as the number of hops along a path increases
(see Table III) due to the increasedself-interference.Even
if we attribute all the performancedifferencein thesesimple
scenariosto the extra routing overhead,(which it clearly is

not, sinceSTARA actuallyout-performsDSDV in the 3LINE
scenario;in practice,heatingeffects and in-building wireless
interferencealso play a role), the worst-caseimpact of extra
routing overheadon performanceis approximately12.3%.

TABLE III
THROUGHPUT PERFORMANCE FOR BASIC TOPOLOGIES

Topology DSDV (Kbps) STARA (Kbps)
2LINE 2.698 2.367

3COLOC 3.210 3.169
3LINE 2.011 2.347
4LINE 1.271 0.993

However, asthethroughputperformanceof theDIAMOND
scenariosshows, thereis a signi�cant bene�t to usingSTARA
over DSDV when thereare alternative pathsavailable in the
network, and some of these paths are interference-bound.
In the INTERFERING DIAMOND scenarios,an extra node
interferesat a target nodealong one of the pathsby issuing
broadcastping (ICMP ECHO REQUEST) packets at a very
low power level (1mW). We turn off broadcastICMP ECHO
REPLY at the target node.This setupensuresthat the target
node does not send any IEEE802.11frames (no RTS/CTS
handshake is performed,no ACKs are sent and the ICMP
ECHO REQUEST is droppedat the target node); thus, only
the target nodeis affectedby the interference.

For example,in the 4DIAMOND scenario,DSDV hastwo
equivalent pathsof length two betweens and d for routing
and can re-route around the bad path in the presenceof
interference.In practice, HELLO packets arrive along the
interference-boundpath too, and DSDV keeps oscillating
betweenthe two paths.On the otherhand,STARA is able to
completelyroute aroundthe interferenceand achieves better
performance.(Observe that STARA also loses throughput
performancein INTERFERING4DIAMOND. This is a head-
of-line blocking artifact of our experimentalsetup).

The5DIAMOND scenariois designedto accentuatethebad
performanceof DSDV sinceDSDV is designedto �nd shortest
pathsandwould be forcedto usetheshortest2-hoppatheven
in the presenceof interference.As a result,DSDV is unable
to usethe longer3-hoppathandsuffersa performancehit. On
theotherhand,STARA is ableto routearoundtheinterference
andusethe longer3-hoppath for routing.

TABLE IV
STARA ROUTE ADAPTATION LEADS TO BETTER THROUGHPUT

Topology DSDV (Kbps) STARA (Kbps)
4DIAMOND 2.134 2.231

INTERFERING4DIAMOND 0.880 1.322
5DIAMOND 1.902 1.477

INTERFERING5DIAMOND 0.475 1.326

Finally, we test whether P-STARA is able to eliminate
loops in the network by generatingtraf�c from s to d in
the5DIAMOND topology. With our implementation,theonly
loops possiblein this topology are of the form s � a � s.
TheLinux TCP/IPimplementationis designedto droppackets
arriving at a nodewhosesourceaddressmatchesthat of the
node(asa precautionagainstaddressspoo�ng) andwill thus
drop all packets that usethe path s � a � s. Thus, the drop
rate of ping traf�c from s to d gives us the percentageof
packetsfollowing loops.As canbeseenin TableV, P-STARA
provides loop-freedomat every instant.

TABLE V
P-STARA IS LOOP-FREE

Protocol ping drop rate
STARA 4.759

P-STARA 0.000
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VI. RELATED WORK

There is a large body of work on the problem of �nding
loop-freeroutesto destinationsin mobile environmentswith
minimaloverhead[1], [2], [3], [4]. Pro-active routingprotocols
([1], [4]) maintainroutesto all destinations,therebyincurring
a larger routing overhead.Reactive routing protocols,on the
otherhand,constructrouteson an on-demandbasis([2], [3])
usinga routediscovery procedure.

Multipath extensionsof existing on-demandprotocolscan
provide faster recovery from route failures. For example,
CHAMP [16], built on top of DSR, usescooperative packet
cachingand shortestmultipath routing to reducepacket loss
due to frequentlink breakdowns. AOMDV [17], built on top
of AODV, computesmultiple loop-freelink-disjoint pathsto a
destinationby usingan advertisedhop-count.An extensionto
DSR is proposedin [18] which providessourcesandinterme-
diatenodeswith alternatepathsduringROUTE DISCOVERY.
A techniqueto allow AODV to install backuproutesat the
neighbornodesof a primary route is investigatedin [19].

Multi-path routing canalsoalleviate congestionin wireless
adhocnetworks.Thehotspotmitigationprotocol(HMP) [20]
can be integrated with AODV and DSR, and attempts to
dispersenew �o ws from being routedthroughhot spotsand
congestion-proneareas.The Dynamic Load Aware Routing
protocol (DLAR) [21] carries congestioninformation for-
ward in ROUTE REQUEST packets,allowing destinationsto
choosethe leastcongestedpath.

On the other hand,thereis a substantialbody of literature
on optimaldynamicroutingandits formulationasthesolution
of an optimization problem ([22], [23]). The problem can
be equivalently cast in terms of routing variables at each
node,and a completelydistributed algorithm can be derived
[23]. An approximationapproachto minimum delay routing
[24] provides a set of loop-free invariant conditions,while
distributing traf�c to approximate[23].

Meshnetworksarebeingbuilt anddeployedin communities
acrossthe United States[5], [6]. The ETX metric [10] has
beenusedas a link metric for routing in thesenetworks. As
discussedearlier, ETX is useful for �nding routesin environ-
mentswith lossy links; our work focuseson the problemof
�nding traf�c-aware routes in interference-constrainedenvi-
ronments.Finally, interference-awareroutinghasbeenstudied
in [25], which usesa con�ict graphto modelinterference,and
computesboundson the optimal throughputobtainedunder
the given wirelesscon�guration and traf�c matrix. While it
reachesa similar conclusionregarding the limitation of the
hop count metric, it doesnot presenta distributed algorithm
that producesinterference-avoiding routes.

VI I . CONCLUSION

In this paper, we have describeda multi-pathload adaptive
routing protocol that is completelydistributed and loop-free.
Path control mechanismslike the IPv4 TTL �eld and a
completelydistributed delay estimationproceduremake the
protocolhighly practicalandelegantly implementable.

Simulations indicate that the protocol appearsto be ef-
fective in obtaining improved throughput-delayperformance
gains over shortest-pathrouting in static wirelessnetworks.
An architecturethat separatesprobabilisticmultipath routing
from delayestimationhasresultedin a cleanimplementation
of the protocol in userspaceon a modi�ed Linux 2.4.20

kernel. A proof-of-conceptmeasurementstudy indicatesthe
effectivenessof STARA routeadaptation.

Our work on STARA at the theoretical,simulation,imple-
mentationandtestinglevelsshowsthatthereis scopefor traf�c
adaptive routingwhich canoutperformminimumhoprouting.
Secondgenerationprotocolsfor wirelessnetworks may well
bene�t from suchadaptive routing. Clearly, a lot needsto be
doneto translatethis initial feasibility studyinto practice.This
is an enticingchallengefor the systemscommunity.
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