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Motiv ation: Faul t Dia gnosis and Monitoring in Netw orked DES

Structural issues:

² Local v.s. global

² Sensitivity to failures/delays

² Observability/controllability

Monitoring architecture:

² Hierarchicalv.s. distributed

² Sensor/actuatorallocation

² Communicationoverhead

² Robustnessto incomplete
and/or incorrectdata,delays

Subsystem Subsystem

Subsystem Subsystem

Interactions
(networked)

Monitor Corrector 
(controller)

Control 
Signals
(networked)

Sensory
Information
(networked)
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Previous Work (1): \Deterministic" Faul t Dia gnosis

² Related Previous Work

{ Automata(e.g.,Teneketzis,Lafortune,Varaiya, Kumar, etc.)

{ Communicationnetworks(e.g.,Schwartz, Benveniste,Fabre)

{ Timedsystems(e.g.,Wonham,Holloway)

² Challenges in Diagnoser/Monitor Design

{ Infrastructureconstraints (e.g.,distributivity, observability)

{ Hardware,communication,algorithmicoverheadandtrade-o®s

{ Synthesis-oriented design(e.g.,sensorallocation)

{ Other (e.g.,modeluncertainty, detectiondelay)
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Previous Work (2): \Pr obabilistic" Faul t Dia gnosis

² Related Previous Work

{ Changedetectionin stochasticsystems(e.g.,Nikiforov, Lai, Hart)

{ Fault detectionin dynamicDES(Bouloutas,Fabre,Benveniste)

{ Circuit testing,compaction(e.g.,Damiani,Wagner)

{ Probabilisticveri¯cation (e.g.,Yannakakis)

² Motiv ating Example: Aliasing Probabilit y for Com binational CUT

i[n-1], ..., i[1], i[0] o [n-1], ..., o [1], o [0]f f f

C
U

T  Compactor
q [n] = q[n]

f
?

 FSM with known q[0]

Aliasing probability: Probability that q[n] = qf [n] for randomlyselected
sequencei [0], i [1], i [2], ..., i [n ¡ 1]
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Not ation
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² State Set: Q = f q1; q2; :::; qN g Input Set: X = f x1; x2; :::; xK g

² Next-State Function: q[k + 1] = ±(q[k]; x[k])

² N-dimensional Indicator State Vector: q[k]

² Transition Matrix Notation: q[k+1] = A x[k]q[k], x[k] 2 f x1; x2; :::; xK g
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St ate-Transition Faul ts
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² State-transitionfault \at stateq1 underinput x1" (permanent or transient)

² Faulty transitionmatrix: A 0
1 =
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Pr oblem Formula tion

i[n-1], ..., i[1], i[0] q [n-1], ..., q [1], q [0]
f f f       N

Counters
FSM

(unknown q[0])

State 
occupancies

² Exact input sequencei [0]; i [1]; :::; i [n ¡ 1] unknown

Input xd chosenwith probability pd

² Occupancymeasurements (variationsandextensionspossible)

mn =
·

mn(1) mn(2) ¢¢¢ mn(N )
¸ T

² Poten tial advantages: Out-of-orderobservations,randomsampling



'

&

$

%

Hypothesis Testing

² Kno wn: (i) A priori probabilitiespf l

(ii) A priori probability for no fault pf 0

(iii) Distribution of initial state

² MAP Rule: Minimizeprobability of error

Choosehypothesisthat maximizes
argmax

f l

n
pf l Pr(mn j f l )

o

² Neyman-P earson Criterion: Minimizeprobability of falsealarm for
speci¯edprobability of detection

Probability of falsealarm Pr(F A): Probability of determiningthat systemis
faulty givenno fault

Probability of detection Pr(D): Probability ofdeterminingthat systemisfaulty
givena fault

² Problem: Complexity of evaluatingPr(m n j f l )
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Associa ted Mark ov Chains

² Finite-state machine driv en by random inputs ) Mark ov chain

{ Transitionprobabilitiesdeterminedby A d, pd for d = 1; 2; :::;K

{ N states,probability vectorv[k] at time stepk

² Fault-free case: v[k + 1] = Av [k] where A =
KX

d=1
pdA d

{ Steady-statev satis¯esv = Av

² Single-fault case: v 0[k + 1] = A 0v0[k] where A 0= A + piEi

{ Steady-statev0 satis¯esv0= A 0v0

² Fact: mn \converges"to v or v 0

Questions: (i) \Separation"betweenv andv 0

(ii) Rateof \convergence"of m n to v or v0
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Separa tion

² Distance in Variation: dV(v; v0) =
1
2

NX

l=1
jv(l) ¡ v0(l)j

v andv0 areN -dimensionalprobability vectors

² Theorem: (i) State-transitionfault at stateqj underinput xi

(ii) Faulty machineremainsconnected
(iii) Steady-statevectorsv andv 0

piv(j )
1 ¡ ®+ ¯

· dV(v; v0) ·
piv(j )

1+ ®¡ ¯

® = maxf 0; ¡ pi + min
l;l0

A (l ; l0)g

¯ = minf 1; pi + max
l;l0

A (l ; l0)g

² Lemma: dV(v; v0) ¸ 1
2piv(j ) ¸ 1

2pminvmin

pmin ´ min
d

f pdg vmin ´ min
l

f v(l)g
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Conver gence

² Under No Fault:

(i) Aperiodic Markov chain, transitionmatrix A , steady-statev

(ii) M smallestintegersuch that A M > 0 (element-wise)

(iii) ¸ = min
l;l0

(
A M (l;l0)

v(l)

)

For all j 2 f 1; 2; :::;N g andn > 2M
¸²

Pr(jmn(j ) ¡ v(j )j ¸ ²) · exp

0

B
B
B
@¡

¸ 2
µ

n² ¡ 2M
¸

¶ 2

2nM 2

1

C
C
C
A

² Under Fault: Similarsituation(with A 0 andv0)

² Adoptedfrom Glynn andOrmoneit(otherpossibilitiesexist)
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Faul t Detection Stra tegy

² Rule: dV(mn; v)

Fault
>
<

No Fault

µ

with 0 < µ < 1
2pminvmin

² Resulting Bounds on Pr(D) and Pr(F A):

Pr(FA) · N exp
0

B
@¡

¸ 2
u(2nµ

N ¡ 2Mu
¸ u )2

2nM 2
u

1

C
A

Pr(D) ¸ 1 ¡ N exp

0

B
B
B
@¡

¸ 2
u

µ
n(pminvmin¡ 2µ)

N ¡ 2Mu
¸ u

¶ 2

2nM 2
u

1

C
C
C
A

whereMu = N , ¸ u = (pmin)N , andn \large enough"

² Distance Prop ert y: dV(mn; v) + dV(mn; v0) ¸ dV(v; v0) ¸ 1
2pminvmin
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Example (1)

Input Probabilities:
p1 = 1
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v =
·

:25 :25 :25 :25
¸ T

M = 3; ¸ = 0:4444
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v0=
·

0:286 0:143 0:286 0:286
¸ T

M 0= 3; ¸ 0= 0:1944
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Example (2)

² Distance in Variation: dV(v; v0) = 0:1071

{ dV(v; v0) ¸ 1
2p1v(1) = 1

16

{ dV(v; v0) ¸ 1
2pminvmin = 1

48 (wherepmin = 1=6 andvmin = 1=4)

² Lower Bound: 1
2pminvmin = 1

48 lower boundon dV(v; v f l )

(singlestate-transitionfault f l that keepsthe machineconnected)
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Example (3)
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T ypical Plot: dV(mn; v) for the fault-freeFSM
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Example (4)
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T ypical Plot: dV(mn; v) for a faulty FSM
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Example (5)
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Fraction of False Alarms: Over103 runsof thefault-freeFSMfor µ1 = 1=16
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Example (6)
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Fraction of False Alarms: Over103 runsof thefault-freeFSMfor µ2 = 1=48
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Example (7)
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Fraction of Misses: Over 103 runsof the faulty FSM for µ1 = 1=16
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Example (8)
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Fraction of Misses: Over 103 runsof the faulty FSM for µ2 = 1=48
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Summary and Conclusions

² Con tributions:

{ Probabilisticfault detectionin deterministicFSMs

{ Input sequenceunknown, input statisticsknown

{ Statesequenceunknown, stateoccupanciesknown

{ Con¯dencemeasuresasfunctionsof n

² Extensions:

{ Partial observations(e.g.,output measurements)

{ Tighter bounds

{ Potential advantages(out-of-orderobservations,randomsampling)

{ Applications(circuit testing,veri¯cation,monitoring)
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Other Connections?

² UselumpedMarkov chainsfor hierarchical fault diagnosis

² Useof hiddenMarkov modelsto capturefault-freeandfaulty systembehavior

² Samplingtechniquesto capturepartially known input/state sequences


