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Previous Work (1): \Deterministic" Faul t Dia gnosis

2 Related Previous Work

{ Automata(e.g.,Teneletzis,Lafortune,Varaiya, Kumar, etc.)
{ Comnunicationnetworks(e.g.,Sdwartz, Berveniste Fabre)

{ Timedsystemge.g.,Wonham,Hollovay)

2 Challenges in Diagnoser/Monitor  Design

{ Infrastructureconstraims (e.g.,distributivity, obserability)
{ Hardware,comnunication,algorithmicoverheadandtrade-o®s
{ Syrthesis-orieted design(e.g.,sensoallocation)

{ Other(e.g.,modeluncertairny, detectiondelgy)
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Previous Work (2): \Pr obabilistic" Fault Dia gnosis

2 Related Previous Work

{ Changeadetectionin stochasticsystemge.g.,Nikiforov, Lai, Hart)
{ Fault detectionin dynamicDES (Bouloutas Fabre,Benveniste)
{ Circuit testing,compactiorn(e.g.,Damiani,Wagner)

{ Probabilisticveri cation (e.g.,Yannalakis)

2 Motiv ating Example: Aliasing Probabilit y for Com binational CUT

o
] q.[n] = q[n]
o¢[n-1], ...,/of[l], Of[o] Compactor f
7 > —>
FSM with known q[0]

iln-1], ..., i[1], i[O]

/

CUT

Aliasing proability: Probability that g[n] = ¢ [n] for randomlyselected
sequencq0],i[1],i[2],...,i[nj 1]
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Not ation
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2 Next-State Function:

2 N-dimensional Indicator

2 Transition Matrix Notation:

alk + 1] = Halk]; x[k])
State Vector: q[K]

qlk+1] = AxpqalKl],

N
w

0001
1000
0100
0010

X = fXq;X2; 15 Xk @

X[K] 2 fX1;X2; 5 Xk 0

%



St ate-Transition

Faul ts

X (Fault-Free)
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2 State-transitiorfault \at stateq, underinput x," (permanenor transiem)

2 Faulty transitionmatrix:
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Pr oblem Formula tion

State
i[n-1], ..., i[1], i[O] ESM qr[n-l], qf[l], qf[O] N occupancies

Counters

(unknown q[0])

2 Exactinput sequencdO}i[1] :::;;i[nj 1]unknavn
Input x4 chosenwith probability pqy

2 Occupancymeasuremes (variationsand extensionpossible)

My = Ma(l) Ma(2) ¢6¢ my(N) !

2 Potential advantages: Out-of-ordembserations,randomsampling
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Hypothesis Testing

N

N

N

Known: (i) A priori probabilitiesp,
(if) A priori probability for no fault ps,
(i) Distribution of initial state

MAP Rule: Minimizeprobability of error
Choosehypol:]hesis:hat maxci)mizes;
argmax px, Pr(m,jf))
I
Neyman-P earson Criterion: Minimizeprobability of false alarm for

Promability of falsealarm Pr(FA): Probability of determiningthat systemis

Prolability of detection Pr(D): Probability of determininghat systemsfaulty

Problem:

speci edprobability of detection
faulty givenno fault
givena fault

Complexiy of evaluatingPr(my, j f))
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Associa ted Mark ov Chains

N

Finite-state machine driv en by random inputs ) Mark ov chain

{ Transitionprobabilitiesdetermineddy A 4, pg ford = 1,2, :::; K

{ N states,probability vectorv[k] at time stepk

N

Fault-free case: v[k+ 1]= Av[k] where A = X PgA 4
d=1

{ Steady-stater satis esv = Av

N

Single-fault case: vYk+ 1]= A%9k] where A°= A + pE;

{ Steady-stater?satis esv®= A&/

N

Fact: m, \converges'to v or v°

Questions:

(i) \Separation"betweenv andv®
(i) Rateof\convergence'bfm, tov orv°
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Separa tion

2 Distance in Variation: dy(v;v9 = %lijv(l)i vy{)j

v andv®areN -dimensionaprobability vectors
2 Theorem: (i) State-transitiorfault at stateg; underinput X;

(i) Faulty madineremainsconnected
(iii) Steady-staterectorsv andv®

® = maxojp+ rpliOnA(I;Ic)g
= minf 1, pi + maxA (I; 19g

2 Lemma:  [dv(v;vY, Ipv(). ZpminVimin |

Pmin ~ mMinf pag Vmin © minfv(l)g
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Conver gence

2 Under No Fault:

(i) Aperiadic Markov chain, transitionmatrix A, steady-state

(i) M smallestntegersud that AM > 0 (elemetwise)

( )
_ . AM(|;|(3
(i) |, = rnllon 0]

Forallj 2 f1;2;::;;Ngandn > 21

0 q

. . . X ,2 N2 i
Primn()i v()i, 2 - expE@i

2 Under Fault:  Similarsituation(with A%andv9

2 Adoptedfrom Glynn and Ormoneit(other possibilitiesexist)
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Fault Detection Stra tegy

2 Rule:

Fault

dv(mnv) -

No Fault

with 0< p< %pmianin

2 Resulting Bounds on Pr(D) and Pr(FA):

whereM =

2 Distance Prop erty:

0 1

2(2ny. 2My)?2

PI(FA) - N exphj 8L u') g
° au”(pmin‘,’\lmini ZU)i 2Muﬂ21
Pr(D) , 1i N exph L.

N, . u= (pmin)", andn \large enough"”

dy(mn;v) + dv(mn; v, dv(v;v9, 3PminVmin
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Example (1)
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Example (2)

2 Distance in Variation:  dy(v;v9 = 0:1071

{dv(v;v9, Ipv(@)= &

{ dv(v;V9, ZPminVmin = 25 (Wherepmin = 176 and Viin = 174)

2 Lower Bound:  2pminVmin = = lower boundondy (v: vs
2 48 I

(singlestate-transitiorfault f| that keepghe madine connected)
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Example (3)

Plot of dV( m., v) on a typical run of the fault free machine
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Example (4)

0.8

Plot of dV( m. v) on a typical run of the faulty machine
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Example (5)

Fraction of False Alarms

Fraction of False Alarms as a function of the number of steps
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Example (6)

Fraction of False Alarms
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Example (7)

Fraction of Misses

Fraction of Misses as a function of the number of steps
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Example (8)

Fraction of Misses

Fraction of Misses as a function of the number of steps
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Summary and Conclusions

2 Contributions:

{ Probabilisticfault detectionin deterministicFSMs
{ Input sequencanknavn, input statisticsknown
{ Statesequencanknavn, stateoccupancieknowvn

{ Con dencemeasureasfunctionsof n

2 Extensions:

{ Partial obserations(e.g.,output measuremes)
{ Tighter bounds
{ Potertial advartages(out-of-ordembserations,randomsampling)

{ Applications(circuit testing,veri cation, monitoring)
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Other Connections?

2 Uselumped Markov chainsfor hierartical fault diagnosis

2 Useof hiddenMarkov modelsto capturefault-freeand faulty systembehavior

2 Samplingedniquedo capturepartially knowvn input/state sequences

%



