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Abstract: This paper examines decision problems involving supervisors for modular
systems. We investigate the problem of deciding if there exists a supervisor that can
augment a modular system to satisfy a modular global specification. Our system
and specification modules are “discrete-event systems” modeled as finite-state
automata. The parallel composition operation is used to model the interaction
between the various modules. A supervisor for a discrete-event system observes
events as they occur in the system and enforces a control action by disabling some
controllable events. We find that these types of problems are generally PSPACE-
complete for a large class of systems and specifications.
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1. INTRODUCTION

There has been considerable interest lately in both
the discrete-event systems community and the
computer science community in concepts related
to modular systems. Some systems too compli-
cated to model in a monolithic manner may be
easier to model as modular interacting subsys-
tems. Manipulating systems as separate interact-
ing agents has the added advantage of avoiding
the “state explosion” problem; when several finite-
state systems are combined, the size of the state
space of the composed system is potentially expo-
nential in the number of components, so we may
wish to keep system models modular whenever
possible. Likewise, when supervising or verifying
system behavior, there may be several separate
specifications and therefore it would be advanta-
geous to keep the specifications modular as well. If
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we try to combine diverse modular specifications
of concurrent systems to form a single monolithic
specification, that specification may be unbear-
ably large due to a similar state explosion prob-
lem. We investigate the computational complexity
of decision problems associated with the supervi-
sion of modular systems.

Although there are several ways of specifying
modular systems, we make the assumption that
the modular systems and specifications discussed
in this paper are modeled as deterministic finite-
state automata interacting via the parallel com-
position operation. This modeling method is gen-
erally considered to be the simplest method that
is expressive enough to be used for real-world
problems, and decision problems related to finite-
state deterministic automata are also thought to
be relatively easy in general. We show that many
questions related to the supervision of these sim-
ple systems are PSPACE-complete, which implies



that similar supervision issues for more general
models are likewise intractable. Although for su-
pervision purposes we find there may not be great
savings in time by specifying systems in a modular
manner, there is possibly great savings in com-
putation space. This is why researchers began to
investigate the use of modules in the first place -
to avoid the state explosion problem.

The work in this paper was inspired by the
automata intersection problem investigated in
Kozen (1977) and Rohloff and Lafortune (2002).
We reduce automata intersection problems dis-
cussed in Rohloff and Lafortune (2002) to super-
visor existence problems using polynomial-time
many-one reductions. We assume the supervision
systems in this paper are “parallel” supervision
systems that are realized as deterministic finite-
state automata where the supervised system is
synthesized by a parallel composition of the super-
visor automata with the unsupervised system. See
Cieslak et al. (1988), Lin and Wonham (1988a),
Lin and Wonham (1988b), Ramadge and Wonham
(1987), Ramadge and Wonham (1989) and Rudie
and Wonham (1992) for a sample of major innova-
tive works from the control community on parallel
supervision discrete-event systems and the text
Cassandras and Lafortune (1999) for a general
introduction to discrete-event system theory.

We also investigate decentralized supervision prob-
lems where local supervisors make local observa-
tions and generate local control actions that are
combined globally. Our results also hold for more
general supervision systems as discussed in Yoo
and Lafortune (2002).

There have been several papers from the computer
science community that discuss problems similar
to ours. The complexity of verification for systems
using more complicated models such as temporal
logic and alternating tree automata is discussed
in Harel et al. (2002), Kupferman et al. (2000)
and Vardi and Wolper (1994). The synthesis of
distributed systems and supervisors, but under
assumptions different from those made in this pa-
per, is discussed in Kupferman and Vardi (2001),
Madhusudan and Thiagarajan (2001) and Pnueli
and Rosner (1990).

The supervision of modular systems is currently
receiving much attention from the control research
community. Properties of modular discrete-event
systems when the modules have disjoint alphabets
are investigated in Queiroz and Cury (2000). Vari-
ous local specification and concurrent supervision
problems, respectively, are investigated in Jiang
and Kumar (2000). The supervision of modular
systems using specific architectures is discussed in
Leduc et al. (2001). With the exception of Gohari
and Wonham (2000), which shows NP-hardness
results for modular supervision problems, there

has been little work investigating the computa-
tional complexity of modular supervision. We im-
prove on results in Gohari and Wonham (2000) by
showing PSPACE-completeness results. We know
of no work besides this paper that places an upper
bound on the computational complexity of decid-
ing supervisor existence for modular systems.

In the next section of this paper we present a
review of discrete-event system theory. In Section
3 we discuss properties of supervised discrete-
event systems. We review results related to the
intersection of automata in Section 4. The fifth
section demonstrates that several modular super-
vision problems are PSPACE-complete and Sec-
tion 6 closes the paper with a discussion of the
results.

2. REVIEW OF DISCRETE-EVENT
SYSTEMS

Although the notation for automata problems
used by researchers in computer science and
discrete-event systems is similar, there are subtle
differences that need to be distinguished. To aid
the reader we briefly review the notation and
conventions used in both fields. In this paper we
generally use the notation of computer science
theory when we discuss the automata intersection
problems and we use the notation of discrete-
event systems when we discuss issues relating to
supervisory control.

For an automaton G, in theoretical computer sci-
ence, the language accepted (L(G)) by the au-
tomaton G is the set of all strings that lead to
a final state. L(G) is equivalent to the language
marked (L,(G)) in discrete-event system theory.
The language generated in discrete-event system
theory (L£(G)) is the set of strings whose state
transitions are defined by the transition function
5¢(-). Note that we use a script £ for discrete-
event systems notation and a regular L for com-
puter science notation. When §%(-) is a partial
function, £(G) C ¥*. L(G) is a prefix-closed
language, i.e., it contains all the prefixes of all its
strings. L,,(G) and L(G) are not prefix-closed in
general. For a language K, we use the notation
K to denote the set of all the prefixes of all the
strings in K. We call an automaton that accepts a
prefix-closed language a prefiz-closed automaton.
We also say an automaton is nonblocking if the
prefix-closure of its marked language is equal to
its generated language, i.e., £,,(G) = L(G).

Given a set of h modules modeled as automata
{H,, H,,...,H}, we use the script notation H}
to denote the set {Hqy, Ha, ..., Hp } and the regular
notation H} to denote the parallel composition
Hy||Hs||...||[Hp. H} accepts (generates) a string



t if and only if ¢ is accepted (generated) by all
automata in H? = {Hy, Hs..., H}. This implies
that Lo, (H) = Lo (Hy) N oo N Loy (Hp).

Similarly, for a set of k languages { K1, Ko, ..., K3 },
we use the script notation ¥ to denote the set
{Ki,Ks,...,K}} and the regular notation K} to
denote the intersection of the languages K; N
K> N ...N Kj. We also use the notation L£(H?})
and L,,(H}) to denote the sets of languages
{ﬁ(Hl), L(HQ), ceey L:(Hh)} and
{Lm(H1), Ly (H2), .., L (Hp)}, respectively.

Given a supervisor S and a system G, we denote
the composed system of S supervising G as the
supervised system S/G. Furthermore, because we
assume we are using parallel supervisors realized
as finite-state automata, S/G is equivalent to
S||G. For the case of multiple supervisors (i.e.,
decentralized supervision), we assume that an
event is disabled if it is disabled by at least one
supervisor. For a set of decentralized supervisors
{S1,-..,55}, we adopt a similar notation for S§ =
{S1,--,5s} and S§ = Si||...||Ss as seen above
for H? and H}'. Hence, a set of supervisors S}
controlling G is equivalent S§/G. A supervisor
observes only locally observable events and can
disable only locally controllable events, denoted
by ¥,; and ¥.;, respectively, for supervisor S;.

3. PROPERTIES OF SUPERVISED
DISCRETE-EVENT SYSTEMS

We now extend the supervisory control theory
concepts of controllability, M-closure, and coob-
servability from Ramadge and Wonham (1987)
and Rudie and Wonham (1992) to handle the
cases where the systems and specifications are
modular.

Let KF and M7 be sets of languages. Let ¥;
and X,; be the locally controllable and observable
event sets respectively for ¢ € {1,...,s}. Let P; :
¥* — X7 be the natural projection that erases
events in ¥ \ X,;. Furthermore let ¥, = U{_, X,
and S, = ¥\ 3,

Definition 1. Consider the sets of languages ¥
and M7 such that My = My, M> = My, ..., M,, =
M,,, and the set of uncontrollable events X,,.. The
set of languages Kt is modular controllable with

respect to M7* and ¥, if K_fEuc NnMM™C K_f

Definition 2. Consider the sets of languages ¥
and M7 such that My = My, My = My, ..., M,, =
M,,. The set of languages KF is modular M7*-
closed if Kf = KFn M.

Definition 3. Consider the sets of languages K}
and Min such that M1 = Ml, M2 = Mg, vy Mm =

M,, and the sets of locally controllable, Z.;, and
observable, X,;, events such that i € {1,...,s}.
The set of languages KF is modular coobservable
with respect to M, P; and X, 7 € {1,...,s} if
for all t € K and for all o € &,

(ta ¢ K_{“) and (to € M{") =

3% € {1,...,s} such that P71 [Pi(t)]o N KF = 0
and o € Y.

When there is only one observer, coobservabil-
ity is called observability for historical reasons.
Note that coobservability is very different from
non-observability. Using these definitions we can
demonstrate the following theorem for the exis-
tence of supervisors for modular systems.

Theorem 4. For a given set of finite-state au-
tomata system modules G} and a set of finite-
state automata specification modules H} such
that H} is nonblocking, there exists a set of partial
observation supervisors {Si, Sa, ..., S5} such that
L(S7/GY) = Lon(HP) and £(S;/GE) = L(H])
if and only if the following three conditions hold:

(1) L, (H?}) is modular controllable with respect
to £(G7) and Z,..

(2) L (H?) is modular coobservable with re-
spect to £(GY), P1,...,Ps and Z¢1,...,5 5.

(3) Ly (HP) is modular £, (GY)-closed.

The proof of this theorem is a generalization of
the proof of the Controllability and Coobservabil-
ity Theorem discussed in the supervisory control
literature (see, e.g., Cassandras and Lafortune
(1999)). The proof is constructive and depends on
a sample-path argument. This result says that a
set of nonblocking supervisors Sy, .52, ..., S5 exists
to achieve a set of modular specifications H} for a
modular system G{ (i.e., L (S5/GY) = Ln(HY)
and L£(S{/GY) = L(H})) if and only if the sys-
tem is modular controllable, modular coobserv-
able and modular £,,(G})-closed. These proper-
ties completely characterize necessary and suffi-
cient conditions for the existence of decentralized
supervisors of modular systems. In turn, these
properties can play a role in supervisor synthesis
when existence conditions are satisfied. Supervisor
synthesis for monolithic systems is discussed in
Cassandras and Lafortune (1999).

Given H}, deciding if HJ' is nonblocking is a
PSPACE-complete problem. This can be shown
using a simple reduction from the automata inter-
section problem presented in Kozen (1977). How-
ever, we may have enough foreknowledge to decide
this property holds in a computationally feasible
manner We assume that the modular specifica-
tions are given such that HJ' is nonblocking. If



the specification is blocking, no nonblocking su-
pervisors that achieves the specification can exist.

Similarly, the astute reader will note that £L(H}) C
L(GY) is a necessary condition for £,,(Sf/GY) =
Ly (H}) and for £,,(H}) to be modular £,,(G{)-
closed when the system and specification are
nonblocking. If £,,,(H}) ¢ L£,,(G]) we can re-
place the set of specification automata H? with
HP U G] so that the specification behavior is
strictly smaller than the specification behav-
ior. Hq||...||Hn||G1]|.--||G4 would be the automata
equivalent of the new specification behavior. This
substitution will not alter the computational com-
plexity of the problems we discuss later in this
paper.

We can prove a more general theorem concerned
only with prefix-closed behavior when we are not
concerned with blocking.

Theorem 5. For a given set of prefix-closed finite-
state automata system modules G} and a set
of prefix-closed finite-state automata specifica-
tion modules H}, there exists a set of partial
observation supervisors {Si, S2,..., 55} such that
L£(S;/G{) = L(H}) if and only if the following
three conditions hold:

(1) L£(H}) is modular controllable with respect
to £(G}) and X,..

(2) L(H}) is modular coobservable with respect
to [/(gf), Pl,...,Ps and 201,...,205.

(3) L(H}) C L(GY).

As with Theorem 4, if L(H}') ¢ L£(GY) we can
replace H} with H? U G! without altering the
computational complexity of the problems we
discuss later in this paper related to this theorem.

The following proposition will be important when
we discuss the computational complexity of super-
visor existence.

Proposition 6. Deciding modular controllability,
modular coobservability and modular M7*-closure
for sets of languages specified by finite-state au-
tomata is in PSPACE.

PROOF. Proving this proposition relies on a
“token” argument similar to that employed by
Kozen in Kozen (1977) for proving automata
intersection emptiness is in PSPACE. Given a
set of events X,. and two sets of automata 7{{‘
and Gy, we show that the problem of deciding
modular controllability of £,,(H?) with respect
to £(GY) and X, is in PSPACE. Similar proofs
exist to show deciding modular coobservability
and modular M7{*-closure are in PSPACE but
are not shown here due to space considerations.
Regarding controllability, it is sufficient to show

the converse problem of deciding modular non-
controllability is in NPSPACE due to Savitch’s
theorem Savitch (1970).

A nondeterministic string of events is generated
one event at a time and used to model the state
transitions in the finite-state automata in G{ and
H! starting from their respective start-states. The
current states of the the automata in G and H/
need to be saved and updated as new events are
generated. As each new event is generated, we test
if do € ¥, such that

[Vj € {1,...,g}|(s0 € L(G}))]
A Vi € {1, ... h}|(s € L(H}))]
A[BL € {1, ..., h}|(s0 & Lon(Hi))].

If this property ever holds then modular control-
lability does not hold. All of these operations take
a polynomial amount of memory with respect to
the encodings of G{ and H}. O

Theorem 4 and Proposition 6 result in the fol-
lowing corollary. This result also holds when we
do not care about language marking or if the
supervisor is nonblocking.

Corollary 7. Given a set of finite-state automata
GY, a set of finite-state specification automata 7,
sets of observable events Y1, ..., 205 and sets of
controllable events X1, ..., X¢s, the problem of de-
ciding if there is a set of nonblocking decentralized
supervisors 8§ such that £,,,(S{/GY) = L., (H})
and £(S§/GY) = L(H}) is in PSPACE.

Now that we have placed an upper bound on the
complexity of supervisor existence problems, we
show PSPACE-completeness for a large class of
problems. First, we need to review that many
automata intersection problems are PSPACE-
complete.

4. COMPLEXITY OF AUTOMATA
INTERSECTION PROBLEMS

Kozen demonstrates in Kozen (1977) that given a
set A of deterministic automata, the problem of
deciding if L(A$) = 0 is PSPACE-complete. The
following theorem from Rohloff and Lafortune
(2002) is a generalization of Kozen’s result to
prefix-closed automata that will be used in the
next section to show several supervision problems
for modular discrete-event systems are PSPACE-
complete.

Theorem 8. Rohloff and Lafortune (2002) Given
a finite-state automaton B that accepts a prefix-
closed language and a set of finite-state automata
A% also accepting prefix-closed languages, the



problem of deciding if L(A}) =
complete.

L(B) is PSPACE-

Due to the nature of the proof in Rohloff and
Lafortune (2002), Theorem 8 also holds when we
know that L(B) # 0 and L(B) C L(A{).

5. EXISTENCE PROBLEMS FOR
SUPERVISION OF MODULAR SYSTEMS

In this section we explore the computational com-
plexity of deciding supervisor existence for mod-
ular systems under various assumptions. We look
at the class of problems where we assume a mono-
lithic prefix-closed specification such that the un-
controlled system allows at least as much behavior
as the specification (i.e., for the system automata
GY and the specification automaton H, L(H) C
L(GY)). We also restrict our attention to architec-
tures with a single full observation supervisor (i.e.,
¥ = 3,). These restrictive assumptions show that
we are considering what should be a relatively
easy class of problems with the simplest possible
control structure and the simplest possible class of
specifications. This section shows the main result
of this paper: even relatively simple classes of su-
pervisor existence problems for modular discrete-
event systems are PSPACE-complete.

Theorem 9. The problem of deciding if there is
a centralized full-observation supervisor S with
controllable event set X, for a set prefix-closed
automata G{ and a prefix-closed specification
automaton H such that £(S/GY) = L(H) is
PSPACE-complete.

PROOF. We have already shown in Corollary 7
that this problem is in PSPACE. Suppose 4, B
are prefix-closed automata. We use a many-one
polynomial-time mapping to reduce the prob-
lem of deciding L(A$) = L(B) to deciding the
supervisor existence problem in this theorem.
Let ¥, = 0. If there exists a centralized full-
observation supervisor S such that £(S/A$) =
L(B), then L(A¢) = L(B). If there does not exist
a centralized full-observation supervisor such that
L(S/A%) = L(B), then L(A{) # L(B) because no
events can be disabled. It should be apparent that
this reduction uses a polynomial-time mapping.
Since deciding if L(A$) = L(B) is PSPACE-
complete from Theorem 8, the supervisor exis-
tence problem is also PSPACE-complete. O

These results are particularly disappointing be-
cause they show that a relatively large class of
supervisor existence problems involving modular
system automata is PSPACE-complete. Due to

Theorem 9 it should also be apparent that de-
ciding modular controllability for languages speci-
fied by finite-state automata is PSPACE-complete
because observability and L,,(G)-closure are im-
plied by full observation and prefix-closure, re-
spectively.

For the case of full control (namely, ¥, = X)
and partial observation, we can show using sim-
ilar proof methods that the supervisor existence
problem for a modular system and a monolithic
specifications is likewise PSPACE-complete. This
implies that deciding both modular observability
and modular coobservability for languages speci-
fied by deterministic finite-state automata is also
PSPACE-complete.

If we do not know that L(H}) # 0 or that
L(H}M) C £(GY), supervisor existence problems
remain PSPACE-complete. Likewise, a large class
of nonblocking supervisor existence problems for
modular systems specified by finite-state au-
tomata are also PSPACE-complete due to The-
orem 4 because the nonblocking supervisor prob-
lems are known to be at least as difficult as prefix-
closed specification problems.

6. DISCUSSION

The results in this paper tell us that deciding
many supervision problems for modular systems
modeled as interacting sets of finite-state au-
tomata do not have time-efficient solutions if P #
PSPACE. There are polynomial time algorithms
to decide the monolithic versions of the problems
discussed in this paper, but the intuitive general-
izations of these algorithms to modular systems
take time and space exponential in the number
of automata modules. Note that if the number of
automata specifying the systems or specifications
is bounded, all problems discussed in this paper
can be solved in polynomial time.

Despite the negative results regarding the time-
complexity of the problems discussed in this
paper, we have shown that the problems are
in PSPACE. Therefore, there are always space-
efficient solutions to the problems discussed here
for deterministic finite automata modules and
other more general systems where we can verify
modular controllability, modular coobservability
and modular M-closure efficiently in space. These
results are in a sense positive in that we can avoid,
as far as computation space is concerned, the state
explosion problem inherent to modular systems.
In the worst case the size of the state space of
a composed system is exponential in the number
of modules, but we only have to store at most
a small fraction of those modules in memory to
decide supervisor existence.



The results in this paper are also disappoint-
ing because (as was mentioned previously), it is
generally believed that deterministic finite-state
automata problems are fairly simple and the re-
sults in this paper together with their proofs in-
dicate that many modular problems using more
general system and specification models are also
intractable. Many of the PSPACE-completeness
results in this paper can be extended to other
more complex bounded memory system models
such as large classes of bounded Petri nets, tem-
poral logic reactive modules and RAM machines
where verification of concurrent behavior can be
decided using a polynomial amount of space.

Supervisor synthesis is known to be at least as
hard as deciding supervisor existence, so our re-
sults show that supervisor synthesis is similarly
computationally difficult. Our results can also be
used to show that a large class of modular supervi-
sor admissibility problems are PSPACE-complete
(Rohloff and Lafortune).

We should focus our attention on special cases
of interest if we wish to make further progress
on developing time-efficient methods for deciding
supervisor existence and synthesizing supervisors
for modular systems. For instance, it might be
helpful to look at specific network architectures
or at problems involving systems amenable to a
divide-and-conquer approaches.
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